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ABSTRACT 
 
 
 
Firewalls represent an essential tool in networking environments. They are 

commonly used as an intermediate system to protect an internal network from external 

networks. It can be destructive to an organization if its sensitive information falls into 

wrong hands or becomes corrupted. The vulnerability becomes greater if an organization 

actively uses the Internet. Firewalls play an important role as a first line of defense for the 

protection of sensitive information and personnel need to understand the proper use of 

firewall technology and the fundamentals of the packet filtering concepts. Through 

“hands-on” activities, trainees can experience different types of network attacks and can 

learn how firewalls can mitigate them.  

 

The goal of this project was to identify the potential capabilities of CyberCIEGE, 

a simulation created as an interactive educational tool, to help re-enforce packet filtering 

concepts through the use of computer gaming techniques.  

 

This thesis resulted in refinements to the CyberCIEGE packet filter component to 

more closely model real-world devices. Scenarios were developed to cover the concepts 

of packet filtering, filtering against IP spoofing threats and firewalls in a demilitarized 

zone. These refinements and the thesis scenarios contributed to the educational objectives 

of the tool and benefit the Department of Defense. 

 

   

 

 

 

 

 

 



 vi

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

THIS PAGE INTENTIONALLY LEFT BLANK 
 



 vii

TABLE OF CONTENTS 
 
 
 

I. INTRODUCTION........................................................................................................1 
A. THESIS STATEMENT...................................................................................1 
B. CYBERCIEGE.................................................................................................1 
C. THESIS SCOPE...............................................................................................2 
D. CHAPTER OVERVIEW ................................................................................2 
E. SUMMARY ......................................................................................................3 

II. BACKGROUND ..........................................................................................................5 
A. CONTROLLING CONNECTIONS BETWEEN NETWORKS ................5 

1.  Evolution of Computer Networks in an Organization .....................5 
2.  Connecting Intranets to the Internet..................................................6 

B. FIREWALLS ...................................................................................................8 
1. TCP/IP Networking ...........................................................................10 

a. IP Header ................................................................................11 
b. TCP or UDP Header ...............................................................11 
c. TCP or UDP Port ....................................................................11 

2. Packet Filtering ..................................................................................12 
a. Inbound and Outbound ..........................................................12 
b. The Last Rule of Firewall Configuration ..............................13 
c. Types of Packet Filtering Firewalls .......................................13 

3. Deploying Firewalls ...........................................................................16 
a. Host Based Firewall................................................................16 
b. DSL Routers and Other Equipment .......................................16 
c. Dedicated Firewall ..................................................................17 
d. Internal Firewall .....................................................................17 

4. Limitation of Firewalls ......................................................................18 
a. Internal Threats ......................................................................18 
b. Unable to Detect Tunneling Through a Firewall ..................18 
c. Unable to Distinguish Data Sensitivity ..................................18 
d. Exploitation of Security Holes................................................18 

5. Application Gateways........................................................................19 
a. Advantages of an Application Gateway..................................19 
b. Disadvantages of Application Gateway Firewalls .................19 

C. SUMMARY ....................................................................................................20 

III. USING CYBERCIEGE TO ILLUSTRATE NETWORK FILTERS...................21 
A. EXISTING SCENARIOS..............................................................................21 

1. Introduction Scenario........................................................................21 
2. TirePly Filters Scenario.....................................................................21 
3. Findings...............................................................................................22 

a. Takeaway Lessons...................................................................22 
b. Adding New Educational Value .............................................23 



 viii

B. CYBERCIEGE GOALS................................................................................24 
1. Player Goals........................................................................................24 
2. Game Developer Goals ......................................................................25 

C. INFORMATION ASSURANCE ..................................................................25 
D. CYBERCIEGE TOOLS................................................................................26 

1. Assets and Attack Engine..................................................................26 
2. Components ........................................................................................27 
3. Networks .............................................................................................27 

a. Closed Network .......................................................................27 
b. Internet ....................................................................................28 
c. Demilitarized Zone, DMZ.......................................................29 

4. Users and Goals..................................................................................30 
5 Objectives and Phases........................................................................31 
6. Conditions and Triggers....................................................................31 

a. Conditions................................................................................31 
b. Triggers....................................................................................32 

E. SCENARIOS ROADMAP ............................................................................33 
F. INVESTIGATION OF PACKET FILTERING .........................................33 

1. CYBERCIEGE Filter Component ...................................................34 
2. Filtering Interface to the Player .......................................................36 
2. Packet Addressing..............................................................................37 
3. Order of Rules ....................................................................................37 
4. Static or Dynamic filtering mechanism............................................38 

G. SUMMARY ....................................................................................................38 

IV. SCENARIO DESCRIPTION....................................................................................39 
A. SCENARIOS OVERVIEW ..........................................................................39 

1. Common Definition............................................................................39 
a. Environment............................................................................39 
b. Secrecy.....................................................................................39 
d. Scenario Conditions................................................................40 
e. Scenario Triggers....................................................................40 

B. SCENARIO 1: UNDERSTANDING PACKET FILTERING...................41 
1. Story Board.........................................................................................41 
2. Assets...................................................................................................42 
3. Goal .....................................................................................................43 
4. Physical Component and Network...................................................43 
5. Users ....................................................................................................43 
6.  Filter ....................................................................................................44 
7.  Full Briefing........................................................................................45 
8. Conditions...........................................................................................45 

a. AssetToNetworkByFilterType.................................................45 
b. AssetToNetworkFilterCount...................................................46 

9. Trigger Mechanisms ..........................................................................46 
a. TickerTrigger ..........................................................................46 
b. SpeakTrigger ...........................................................................47 



 ix

c. WinTrigger ..............................................................................47 
d. CashTrigger.............................................................................48 

10. Objective and Phases .........................................................................48 
C. SCENARIO 2: IP SPOOFING AND APPLICATION SERVICES .........49 

1. Storyboard..........................................................................................49 
2. Asset ....................................................................................................50 
3. Goal .....................................................................................................50 
4. Physical Components and Networks................................................51 
5. Users ....................................................................................................52 
6. Filter ....................................................................................................53 
7. Full Briefing........................................................................................53 
8. Conditions...........................................................................................53 

a. AssetToNetworkByFilterCount ..............................................54 
b. AssetToNetworkByFilterType.................................................54 

9. Trigger Mechanisms ..........................................................................55 
10. Objectives and Phases........................................................................57 

D. SCENARIO 3: DEMILITARIZED ZONE (DMZ) ....................................58 
1. Storyboard..........................................................................................58 
2. Asset ....................................................................................................58 
3. Goal .....................................................................................................59 
4. Physical Component and Network...................................................60 
5. Users ....................................................................................................61 
6. Full Briefing........................................................................................62 
7. Conditions...........................................................................................62 

a. AssetToNetworkByFilterCount ..............................................63 
b. AssetToNetworkByFilterType.................................................63 

8. Trigger ................................................................................................64 
9. Objective and Phase...........................................................................67 

E. SUMMARY ....................................................................................................68 

V. TESTING....................................................................................................................69 
A. TEST STRATEGY ........................................................................................69 

1. Test Development...............................................................................69 
2. Networks and Filters Rules ...............................................................69 

B. SCENARIO 1 TESTING...............................................................................69 
1. Scenario 1 Overview ..........................................................................70 
2. Scenario 1: Test Case 1......................................................................70 
3. Scenario 1: Test Case 2......................................................................71 
4. Scenario 1: Test Case 3......................................................................72 

C. SCENARIO 2 TESTING...............................................................................73 
1. Overview of Scenario 2......................................................................74 
2. Phase 0.................................................................................................75 

a. Phase 0: Test Case 4 ...............................................................75 
b. Phase 0: Test Case 5 ...............................................................76 

3. Phase 1.................................................................................................76 
a. Phase 1: Test Case 6 ...............................................................76 



 x

b. Phase 1: Test Case 7 ...............................................................77 
4. Phase 2.................................................................................................77 

a. Phase 2: Test Case 8 ...............................................................78 
b. Phase 2: Test Case 9 ...............................................................78 
c. Phase 2: Test Case 10 .............................................................79 

D. SCENARIO 3 TESTING...............................................................................80 
1. Scenario 3 Overview ..........................................................................81 
2. Phase 0.................................................................................................82 

a. Phase 0:  Test Case 11 ............................................................82 
b. Phase 0: Test Case 12 .............................................................83 
c. Phase 0:  Test Case 13 ............................................................84 

3. Phase 1.................................................................................................84 
a. Phase 1: Test Case 14 .............................................................85 
b. Phase 1: Test Case 15 .............................................................86 
c. Phase 1: Test Case 16 .............................................................86 
d. Phase 1: Test Case 17 .............................................................87 

4. Phase 2.................................................................................................88 
a. Phase 2: Test Case 18 .............................................................89 
b. Phase 2:  Test Case 19 ............................................................89 
c. Phase 2:  Test Case 20 ............................................................90 
d. Phase 2: Test Case 21 .............................................................91 

E. TEST RESULTS ............................................................................................92 
1. Scenario 1 Test Results......................................................................92 
2. Scenario 2 Test Results......................................................................93 
3. Scenario 3 Test Results......................................................................93 

F. LIMITATION AND BUGS...........................................................................94 
1. Game Attack Engine..........................................................................94 
2. Error in AssetToNetworkByFilterType Specification....................94 
3. Filter Anomalies Resulting from More Than Two Networks........95 
4. Game Crash from Disconnecting Networks ....................................96 

G. SUMMARY ....................................................................................................97 

VI. CONCLUSION AND RECOMMENDATION .......................................................99 
A. CONCLUSION ..............................................................................................99 
B. RECOMMENDATIONS...............................................................................99 

1. IP Address and Port Number ...........................................................99 
2. Data Logging ....................................................................................100 
3. Replay Feature .................................................................................100 
4. Artificial Log File.............................................................................100 
5. User Trial..........................................................................................101 

LIST OF REFERENCES....................................................................................................103 

INITIAL DISTRIBUTION LIST .......................................................................................105 
 
 
 



 xi

LIST OF FIGURES 
 
 
 

Figure 1 Firewall Illustration [From Ref. [5]] ..................................................................9 
Figure 2 Simplified IP Header Model [From Ref. [7]] ..................................................11 
Figure 3 Simple Scenario 1 ............................................................................................28 
Figure 4 Network Connectivity via the Internet.............................................................29 
Figure 5 Internal Network with a DMZ .........................................................................30 
Figure 6 AssetToNetworkByFilterType Illustration ......................................................32 
Figure 7 Connect Larry’s Computer to Internet.............................................................34 
Figure 8 Default Services Not Blocked on Firewall ......................................................35 
Figure 9 Larry’s Goal .....................................................................................................35 
Figure 10 Interpretation of Rules .....................................................................................37 
Figure 11 Scenario 1 Topology........................................................................................43 
Figure 12 Scenario 1 Users ..............................................................................................44 
Figure 13 Scenario 2 Headquarter Topology ...................................................................51 
Figure 14 Scenario 2 Remote Production Plant ...............................................................52 
Figure 15 Scenario 3 Initial Headquarter Office Setup....................................................61 
Figure 16 Scenario 3 Production Plant.............................................................................61 
Figure 17 Scenario 1 Network Topology.........................................................................70 
Figure 18 Scenario 2 Network Topology.........................................................................74 
Figure 19 Scenario 2 Perfect Internet Connection ...........................................................75 
Figure 20 Scenario 3 Initial Network Topology ..............................................................81 
Figure 21 Using LAN 1....................................................................................................82 
Figure 22 Using LAN 2 to create DMZ ...........................................................................83 
Figure 23 Simple Network ...............................................................................................96 
Figure 24 Introduction of a new network.........................................................................96 
Figure 25 Simple Network 2 ............................................................................................97 

 
 
 
 
 
 
 



 xii

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

THIS PAGE INTENTIONALLY LEFT BLANK 



 xiii

LIST OF TABLES 
 
 
 

Table 1 Truth Table of Web Server Service on Internet Interface of Filter Device .....36 
Table 2 Truth Table of Web Server Service on Internal LAN1 Interface of Filter 

Device ..............................................................................................................36 
Table 3 Secrecy Level...................................................................................................39 
Table 4 Scenario 1 Asset...............................................................................................42 
Table 5 Scenario 1 Goal................................................................................................43 
Table 6 Scenario 1 AssetToNetworkByFilterType.......................................................46 
Table 7 Scenario 1 AssetToNetworkFilterCount..........................................................46 
Table 8 Scenario 1 TickerTrigger .................................................................................47 
Table 9 Scenario 1 SpeakerTrigger...............................................................................47 
Table 10 WinTrigger.......................................................................................................48 
Table 11 Scenario 1 CashTrigger....................................................................................48 
Table 12 Scenario 1 Phase 0 Detail ................................................................................49 
Table 13 Scenario 1 Objective Detail .............................................................................49 
Table 14 Scenario 2 Assets .............................................................................................50 
Table 15 Scenario 2 Goals ..............................................................................................50 
Table 16 Scenario 2 AssetToNetworkByFilterCount .....................................................54 
Table 17 Scenario 2 AssetToNetoworkByFilterType.....................................................54 
Table 18 Scenario 2 SpeakerTrigger...............................................................................55 
Table 19 Scenario 2 SetPhase .........................................................................................55 
Table 20 Scenario 2 TickerTrigger .................................................................................56 
Table 21 Scenario 2 MessageTrigger..............................................................................56 
Table 22 Scenario 2 WinTrigger.....................................................................................56 
Table 23 Scenario 2 CashTrigger....................................................................................56 
Table 24 Scenario 3 Assets Details.................................................................................59 
Table 25 Scenario 3 Goals ..............................................................................................60 
Table 26 Scenario 3 AssetToNetworkByFilterCount .....................................................63 
Table 27 Scenario 3 AssetToNetworkByFilterType.......................................................64 
Table 28 Scenario 3 SpeakTrigger..................................................................................64 
Table 29 Scenario 3 SetPhase .........................................................................................64 
Table 30 Scenario 3 TickerMessage ...............................................................................66 
Table 31 Scenario 3 MessageTrigger..............................................................................66 
Table 32 Scenario 3 WinTrigger.....................................................................................66 
Table 33 Scenario 3 CashTrigger....................................................................................67 
Table 34 Scenario 1 Legend............................................................................................70 
Table 35 Scenario 1 Test Case 1.....................................................................................71 
Table 36 Scenario 1 Test Case 2.....................................................................................72 
Table 37 Scenario 1 Test Case 3.....................................................................................73 
Table 38 Scenario 2 Legend............................................................................................74 
Table 39 Scenario 2 Test Case 4.....................................................................................75 
Table 40 Test Case 5.......................................................................................................76 



 xiv

Table 41 Test Case 6.......................................................................................................77 
Table 42 Test Case 7.......................................................................................................77 
Table 43 Test Case 8.......................................................................................................78 
Table 44 Test Case 9.......................................................................................................79 
Table 45 Test Case 10.....................................................................................................80 
Table 46 Scenario 3 Legend............................................................................................81 
Table 47 Test Case 11a on Firewall 1.............................................................................83 
Table 48 Test Case 11b on Firewall 2.............................................................................83 
Table 49 Test Case 12 on Firewall 2...............................................................................84 
Table 50 Test Case 13a on Firewall 2.............................................................................84 
Table 51 Test Case 13b on Firewall 2.............................................................................84 
Table 52 Test Case 14 on Firewall 1...............................................................................85 
Table 53 Test Case 15 on Firewall 1...............................................................................86 
Table 54 Test Case 16 on Firewall 1...............................................................................87 
Table 55 Test Case 17.....................................................................................................88 
Table 56 Test Case 18 on Firewall 2...............................................................................89 
Table 57 Test Case 19 on Firewall 2...............................................................................90 
Table 58 Test Case 20 on Firewall 2...............................................................................91 
Table 59 Test Case 21 on Firewall 2...............................................................................92 
Table 60 Result of Test Case 1 to 3 ................................................................................92 
Table 61 Result of Test Case 4 to 10 ..............................................................................93 
Table 62 Result of Test Case 11 to 21 ............................................................................94 
Table 63 Incorrect Specification [From Ref. [18]] .........................................................94 

 



 xv

ACKNOWLEDGMENTS 
 

 

I would like to express thanks to Prof. Cynthia Irvine, Paul Clark, JD Fulp and 

Mike Thompson for their inspiring and invaluable guidance during the course of this 

thesis. Thank you for your patience and constructive critique. 

I would like to extend special thanks to Chua Chay and Chee Mun who have 

influenced and assisted me during the development of this thesis.  Your help and 

friendship has provided me with a unique experience and a great time at Naval 

Postgraduate School (NPS). 

I would like to thank my wife, Edna, for your understanding and unwavering 

support, through many long hours of work at school and at home.  

I also wish to thank my sponsor, Singapore Technologies Engineering (ST Engg.) 

for the scholarship to participate in this enriching joint program between National 

University of Singapore and NPS. It has been a wonderful experience to be exposed to 

American culture. 

I would also like to thank Jean Brennan for the kind, excellent and professional 

support you provide me as a student during my academic at NPS. 

Finally, I would also like to thank Steve Cyncewicz for his patient and 

professional support in editing my thesis. 



 xvi

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

THIS PAGE INTENTIONALLY LEFT BLANK 

 



1 

I. INTRODUCTION 

A. THESIS STATEMENT 
The purpose of this thesis was to explore how CyberCIEGE can be used to 

develop a gaming environment for firewall topics. The intention was to create 

educational value and, at the same time, entertainment for trainees on the subject of 

information security concerning firewalls.  

B. CYBERCIEGE 
Computer games today are a fast-growing worldwide industry. They are no longer 

restricted to the entertainment industry as they have penetrated the business and defense 

markets. Usually, computer games can engage or attract the attention of people for long 

periods as players tend to play the same game over and over again. This can be used as a 

means for incorporating educational, learning and training materials. 

One area that computer games could be used is to train and educate players about 

information assurance concepts.  

CyberCIEGE is an ongoing project developed by the Center for 
Information Systems Security Studies and Research at the Naval 
Postgraduate School and Rivermind, Inc. The objective of CyberCIEGE is 
to teach Information Assurance (IA) concepts and practice through 
gaming. [1]  

Training through gaming is an economical and time efficient way to gain the 

knowledge required for the effective management of information security. Through a 

simulated “hands-on” approach, trainees can quickly grasp the essential features of 

technical computer security concepts, such as packet filtering firewalls, management 

techniques, and other effective ways to protect their networks. 

Taking advantage of the popularity of gaming, this thesis makes use of 

CyberCIEGE to investigate how CyberCIEGE can be used as an effective platform to 

impart a knowledge of firewall functionality and capabilities. Several questions were 

raised: 
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1.  What are the differences between the firewall components in the 
CyberCIEGE game and those of the real world? 

2.  What changes could be made to the firewall component in CyberCIEGE to 
more accurately reflect the real world? 

3.  Can the improved CyberCIEGE firewall components be used to create 
scenarios that will teach people about firewalls? 

A basic understanding of firewalls is required to address the above questions. 

Addressing these questions enables the design of CyberCIEGE scenarios to effectively 

illustrate firewall properties within an IA educational laboratory.     

C. THESIS SCOPE 
The main focus of this thesis research was the development of three CyberCIEGE 

scenarios that educate the player about firewall functionality. A secondary focus of this 

thesis research was the refinement of the CyberCIEGE game engine’s firewall/router 

component. Currently, the firewall component in the CyberCIEGE game has limited 

security functionality. This research proposes improvements to the current CyberCIEGE 

firewall functions. Some of the proposed refinements aim to reduce confusion when 

educating students about the basic concepts and functions of a firewall. 

D. CHAPTER OVERVIEW 
Chapter II gives an introduction to the evolution of networking, packet filtering 

and application gateways. This is to allow the reader to have sufficient background to 

understand the remaining information presented in this document.  

Chapter III presents a description of the existing scenarios that relate to filtering 

components and some possible ideas that can be introduced to the existing scenarios to 

make the filtering topics more educational. A roadmap of what is expected to be achieved 

in the development of the scenarios is mentioned and a strategy is described for using 

CyberCIEGE elements to illustrate network filtering concepts.  

Chapter IV provides a description of three scenarios on filtering. Users, assets, 

components, network topology, users’ goals, conditions and trigger mechanisms that are 

implemented in each scenario are identified.  

Chapter V reveals how the three scenarios were tested and the expected and actual 

results of those tests.  
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Chapter VI presents the conclusions and recommendations by the author based on 

this research and experimentation with CyberCIEGE. 

E. SUMMARY 
This chapter identifies the scope of this thesis and highlights to the reader the 

questions that this thesis attempts to answer. It also gives an idea of what to expect from 

the remaining chapters. 
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II. BACKGROUND 

A. CONTROLLING CONNECTIONS BETWEEN NETWORKS 
In this chapter, the need for protecting networks from other networks is 

introduced, and different kinds of risks and attack types are discussed. Strategies for 

protecting internal networks from potentially hostile external networks are described. The 

firewall is introduced as an effective method of protecting internal networks from some 

kinds of threats. 

1.  Evolution of Computer Networks in an Organization 
Decades ago, computer systems were stand-alone single user and multi-user 

systems. When personal computers further developed and the prices of computer 

resources started to decline, many organizations began to wire up their computer 

resources so that they could share computing services such as information, e-mail, and 

printing. This internal network, which stays within the boundaries of an organization, is 

usually identified as an intranet. 

Computer networking started way back in the 1960s when time-sharing services 

were introduced to the public. In the 1970s, the Ethernet standard was developed, which 

allowed several computers to be connected to the same cable. A process of 

communication between computers on the same cable is described as follows. A 

computer can transmit information whenever the cable is not in use. In the event that two 

computers start transmission at the same time, a collision occurs. Both senders then wait 

a random amount of time before transmitting again. In any situation, every host/computer 

on the cable can receive every packet, and the hosts are expected to discard the packets 

that are not addressed to them. This scheme is known as Carrier Sense, Multiple Access / 

Collision Detect (CSMA/CD). 

A host on an Ethernet can share resources with another host through the use of 

various network options. Some examples are: 

- Peer-to-Peer networks 

This option allows two or more hosts to share files and access to devices 

such as printers without having to acquire a separate server computer. This 
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is mainly used for sharing content files/file sharing. The information 

stored across peer-to-peer networks is uniquely decentralized. Since a 

peer-to-peer host may have its own storage media that are accessible by 

other hosts, each host acts as both a client (information requestor) and 

server (information provider). A peer–to-peer network can be built with a 

coax bus backbone or 10BaseT cabling and a hub. It can be configured to 

allow the files or resources to be shared with anyone using another 

computer in the group. [2] 

- File Transfer Protocol (FTP) program 

An FTP program allows files to be retrieved from and sent to another host. 

Most FTP programs have built-in features that allow users to control the 

flow of FTP data as either unidirectional or bidirectional. 

- Servers 

Many servers have access control capabilities that allow user accounts to 

be created. In this way, servers can be configured to allow authorized 

users to have privileges to access information. 

- Personal Computer Network File System (PC-NFS) 

NFS is usually installed to support file storage on a remote storage system 

so that it can be made to appear as a local drive on the host system. 

Information is sent through the network. NFS is useful on an internal 

network because it can be used to reduce the management burden. 

With these enablers in network infrastructures, organizations are finding that an intranet 

provides a means for people to easily retrieve the information they need whenever they 

need it. However, these enablers may not be secure, because the information sent in the 

network may not be encrypted. 

2.  Connecting Intranets to the Internet 
The Internet has evolved a great deal since its beginning. Its importance and 

influence have made a big impact on many people’s lives. Many organizations and 
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companies now regard the Internet as an essential channel to bring in business and to 

elevate their reputations to a higher level. 

The Internet improves the data communication infrastructure for customers, 

suppliers, employees, and business partners. Information can be exchanged through 

uploading, downloading, and sharing of document files. Employees use the Internet as a 

tool to do research and gather information. E-mail and messaging allow them to stay in 

touch with customers, business associates, and coworkers. The greatest advantage of the 

Internet is the ease of access from anywhere in the world. In the past, road warriors had 

to ensure that they were equipped with the necessary data and documents before starting 

their journey. Today, road warriors can easily connect to the Internet to retrieve the 

information they need. 

Some of the common Internet services available to organizations are: 

- Telnet 

Telnet allows the user to run programs that are loaded on another 

computer. One must log in to a remote computer in order to manipulate 

files, run programs, read e-mail, etc.  

- Electronic mail (e-mail) 

E-mail allows people to communicate through simple text messages. It is 

possible to send files as attachments with an e-mail message.  

- World Wide Web (WWW) 

The WWW is accessed through a web browser, an application that runs on 

the user’s computer. The use of the web is the fastest growing activity on 

the Internet. It can incorporate all Internet services. 

Connecting to the Internet has become a common practice for most organizations 

because information is easily accessible as long as they are on the same network. The 

intranet can be accessed by the public by using the same tools and techniques, such as 

protocols and products that are used to access the Internet.  
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It has been highlighted by Alan McLaughlin that connecting the Internet to an 

intranet is a wonderful thing to do, but it also has a list of impressive threats.  

Intellectual property and trade secrets can be stolen and sold to 
competitors or customers, employee personal information can be accessed, 
or the network can be vandalized. [3] 

Access control is usually used to protect an organization’s sensitive data and 

systems. It restricts unknown or unauthorized users from access to information, hosts or 

networks. This protection mechanism is achieved by using authentication and 

authorization methods which associate a user with identification (ID) codes and 

passwords. Most operating systems and applications have this capability. Administrators 

can assign users rights and privileges to applications and data files based on user IDs. 

Operating systems can be configured to allow the grouping of users. This simplifies the 

administration of groups of users who require the same level of access to files and 

applications. Administrators are required to configure each and every host on the intranet. 

This can become non-manageable as a network grows with the organization. 

B. FIREWALLS 
A firewall is considered a useful access control mechanism and is defined as 

follows: 

A system designed to prevent unauthorized access to or from a private 
network. Firewalls can be implemented in both hardware and software, or 
a combination of both. [4] 

Generally, firewalls are used to prevent unauthorized Internet users from 

accessing private/organization’s networks (Figure 1). All data entering or leaving the 

internal/trusted network passes through the firewall, which examines each packet and 

blocks those that do not meet the specified security criteria. 
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Figure 1 Firewall Illustration [From Ref. [5]] 

 

A firewall can be used as a checkpoint as all traffic that needs to get in or out of a 

network has to be screened by this firewall. The administrators can focus the network 

security issues at this checkpoint, which is considered to be much more efficient than 

implementing security decisions and technologies onto every individual machine. 

With the rapid growth of the Internet, there has been a noticeable increase in new 

vulnerabilities of Internet services. The administrator needs to be constantly aware of any 

new Internet threats and must update system protection mechanisms regularly. To 

maintain security, administrators must maintain all the systems by setting the correct 

access controls and by disabling vulnerable services in each machine. The possibility for 

errors is very high. Once a device on the network is compromised, it can cause a chain of 

disasters to the rest of the system. Thus, by forcing all traffic to pass through a single 

point of entry using a firewall, it is more efficient and effective for the administrator to 

catch bad traffic. 

Firewalls can be deployed within a network to provide a means of containment 

that isolates one segment of the internal network from another, to prevent any 

compromise of security in one segment from spreading throughout the entire internal 

network.  

Since the network protocol in the Internet is TCP/IP, and a firewall is usually 

deployed at a network boundary to provide filtering service; some attributes relating to 

TCP/IP must first be understood. 
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1. TCP/IP Networking 
When systems on a network communicate, they need to speak a common 

language or protocol. One such protocol suite is Transmission Control Protocol 

(TCP)/Internet Protocol (IP). In Webopedia, TCP/IP is defined as follows: 

A set of communication protocols used to connect hosts on intranets and 
on the Internet. TCP/IP has become the de facto standard for transmitting 
data over networks. [6] 

IP is the internetworking protocol. It is responsible for moving packets of data 

from one node to another. At each node, the IP header is used to forward each packet 

based on its destination address. Organizations connect to the Internet via an Internet 

service provider, which assigns the range of IP addresses to different organizations. The 

organization then assigns groups of their IP addresses to internal sub-networks within 

their intranet. IP headers are used to allow the data to move from sub-networks to 

organizational networks and subsequently to regional networks, and ultimately around 

the world. 

TCP allows two hosts to establish a connection and exchange streams of data. A 

TCP header is used to verify the correct delivery of data from client to server. User 

Datagram Protocol (UDP) is an unreliable transport protocol that does not ensure the 

payload gets to its intended destination.    

TCP/IP traffic is broken into packets. Figure 2 provides a simplified breakdown 

of a packet with the three key components: the IP header, the TCP or UDP header and the 

actual content of the packet. 
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Figure 2 Simplified IP Header Model [From Ref. [7]] 
 

a. IP Header 
The IP header contains the IP addresses of the source, which is the sender, 

and the destination, which is the receiver. An IP address uniquely identifies a host.  

According to Gerhard Cronje, IP is hierarchal to allow IP traffic to route 

which means that a single point of entry exists on most networks. One machine is able to 

control traffic to and from a network. [8] Detailed information of the IP can be found in 

RFC791.  

b. TCP or UDP Header 
Both TCP and UDP headers contain the source port of the sender and the 

destination port of the receiver to identify the applications that are sending and receiving 

the traffic. In addition, TCP headers contain additional information such as sequence 

numbers and the conversation state. The destination TCP or UDP ports define the 

location for delivery of the data on the server when the packet reaches its destination. 

More information of TCP and UDP can be found on RFC793 and RFC768 respectively.  

c. TCP or UDP Port 

The port number is used by a sender (client) or receiver (server) when 

sending or receiving messages. A port is identified by a 16-bit number which allows the 

port number to range from 0 to 65,535. Server processes are usually associated with a 

fixed port, for example, 25 for SMTP and 80 for HTTP. The port number is “well-

known” because it needs to be used when initiating a connection to a particular host or 

service. On the other hand, the client operating system generates a random port number. 
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Port numbers are usually grouped based on the type of services. Both TCP and UDP use 

port numbers to keep track of the communication sessions. A list of TCP and UDP well- 

known port numbers can be found on http://www.iana.org/assignments/port-numbers. 

2. Packet Filtering 
The ability of a firewall to filter network traffic is based on the properties of the 

TCP/IP protocol. With simple packet filtering, the filtering mechanism uses a simple 

ordered list of rules. For example, when a packet is received in a firewall, it is scanned 

against all the rules, and the action (either permit or deny) is determined by the list of 

rules. If a packet does not match any of the rules, a default action is applied. Each 

network interface can have its own list of rules. 

The rules can make use of the following fields from the IP protocol header: source 

address, destination address, TCP/UDP source port numbers and TCP/UDP destination 

port numbers. These define the filtering as follows: 

- To block connections from specific hosts or networks. 

- To block connections to specific hosts or networks. 

- To block connections from specific ports. 

- To block connections to specific ports. 

The configuration of the filtering rules can be set up to specify any ports or hosts. 

a. Inbound and Outbound 
The terms "inbound" and "outbound" are usually used to refer to the 

direction packets are traveling, from the point of view of the protected network. 

An "outbound connection" is a connection initiated from a client on an 

internal network to a server on an external network. The connection includes both 

outgoing packets from the internal client to the external server and incoming packets 

from the external server back to the internal client.  

An "inbound connection" is a connection initiated from a client on an 

external network to a server on an internal network. The connection includes both 

incoming packets from the external server to the internal client and outgoing packets 

from the internal client back to the external server. 
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In practice, most people will focus on the inbound filtering more than the 

outbound filtering. 

b. The Last Rule of Firewall Configuration 
There are two access denial methodologies used by firewalls for the rule 

set. These two approaches have opposite effects, yet the intent for both is to control 

access. The two approaches that are mentioned in the MOREnet’s technical support are: 

- Everything not specifically permitted is denied.  

- Everything not specifically denied is permitted.  

Since a firewall only allows traffic that meets its set of rules to pass 

through, it is important to note that there should be a last rule, which is commonly 

overlooked. The mistake of overlooking the last rule can be disastrous as it may 

undermine the functionality and security of the network. 

(1) Everything Not Specifically Permitted is Denied 

This is a proactive approach which works on the premise that all 

access is denied until a filter rule is configured to specifically allow access. Effectively, it 

is considered to be secure by default but it can be regarded as too restrictive. In many 

instances, legitimate traffic suffers until the correct settings are identified and 

implemented to allow that traffic to pass. [9] 

(2) Everything Not Specifically Denied is Permitted. 

This takes a reactive approach which works on the premise that all 

access is allowed until a filter rule is configured to specifically deny it. Although it is 

considered to be a less secure approach, it is more flexible because legitimate traffic is 

unlikely to suffer. [9] 

c. Types of Packet Filtering Firewalls 
Conceptually, there are two types of firewalls packet filtering and 

application gateway firewalls. Regardless of the type of firewall deployed, all the 

firewalls provide the same basic feature: to control inbound and outbound traffic. 

(1) Packet Filtering Techniques. A packet filtering firewall 

normally screens packets at the IP network layer. The filtering decision is made based on 

information in the IP packet header. The information contained in the IP header is 
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compared to a pre-configured set of rules. A deny or permit decision is made based on 

the results of the comparison. The filtering process depends on some or all of the 

following fields: 

- Source IP address: the address the data is coming from. 
The source address can be used to allow only traffic from a 
specified IP address to access the network. This is useful if a 
remote site must access the network. This field can be used for 
opposite effect. For example, it can be used to deny access to a 
known malicious network or competitor. [10] 
 

- Destination IP address: the address the data is going to. 
The destination address field can be used to restrict access to 
resources on a public network that should remain private. An 
example would be a server on a corporate network that contains 
sensitive data such as employee personnel information. Public 
access to this sensitive storage system can be denied through 
filtering the destination IP address.  
 

- Source and destination port: the session and application ports being 
used to transfer the data. 
Different forms of communication over a network use specific 
ports. For example, HTTP or web service request uses port 80. 
Filtering out all packets not destined for port 80 will prevent 
unauthorized access to that web server. Alternatively, if a web 
server is sending packets via any other port than port 80, the 
packets can be filtered. [7] A client will generate a source port 
number that is above 1023 (assume 1024 in this case) to establish a 
connection to a server. The client connects to the server based on a 
well-known port such as 80 for the web server (HTTP). When the 
server returns a reply, it sends information that departs from that 
well-known port 80 and arrives at the client port 1024 that was 
initially selected.  Thus, a packet filter can determine which 
services are to be filtered, depending on the port information. 
 

- Protocol type (TCP/UDP): 
The protocol field identifies what types of packets are being used 
in the transmission. Using the prototype field, the filter can restrict 
the type of packet entering its protected network. For example, 
UDP packets are usually used for video streaming, which can be 
dropped before entering an enterprise network. This might be done 
to prevent employees from downloading movies which could 
consume a lot of computing resources.  
 

- Session state: 
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Some filtering devices are state conscious, which allows the device 
to remember the session state information throughout the 
connection. For example, incoming TCP packets are allowed to 
enter a network only if they are responses to the permitted 
outgoing TCP packets.  
 
Packet filtering can take on two forms: static filtering and dynamic 

filtering.  

(2) Static Packet Filter. Alan McLaughlin states that a static 

packet filter is a prioritized list of rules and all rules are created by an authorized 

administrator and stored in a database. These rules do not change without the direct 

intervention from the administrator. A packet may match more than one rule but the rule 

appearing first on the list shall take precedence. The static packet filter does not use the 

state field to make the decision. [3] 

(3) Dynamic Packet Filter. This is also known as stateful 

packet filtering. Dynamic packet filtering evolved from the need to accommodate certain 

features of the TCP/IP protocol suite. The idea behind dynamic packet filtering is to 

introduce the concept of state awareness. A rule is dynamically created when a session is 

initiated from the protected side of the filtering device’s interface. It will remember that 

session by noting the source and destination IP addresses, source and destination ports, 

and the protocol of the request. From this point on, any response packet attempting to 

enter the protected network is required to have an exact match with a session stored in the 

dynamic state table for inbound filtering. This rule remains in the dynamic state table 

until the session has been terminated. This helps to prevent any unsolicited packets from 

entering the network. On the other hand, if a connection request is received from outside 

the protected network, the packet is subjected to the pre-configured set of rules. 

(4) Comparison between Static and Dynamic Packet Filtering. 

According to Microsoft, dynamic packet filtering shares the strengths and weaknesses of 

static packet filtering firewalls. The main difference is that static packet filtering does not 

keep track of the state of network packets, such as whether it is the first, middle, or last 

packet. It does not know if the traffic is associated with a response to a request or is the 

start of a request. On the other hand, dynamic packet filtering keeps track of the state of 

the connections, which gives dynamic packet filtering the capability to tell if the traffic is 
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associated with a response or request. With the implementation of state consciousness, 

dynamic packet filtering firewalls are generally considered to be more secure than static 

packet filtering firewalls. [7] 

Some researchers claim that dynamic packet filtering can 

accommodate other network protocols in the same manner as static packet filtering, but in 

actuality dynamic packet filter technology is applicable only within TCP/IP network 

infrastructures. [11] 

(5) Comparison between Hardware and Software Firewalls. All 

firewalls have firewall software programs running on a hardware platform. Both 

hardware and software firewalls are designed to achieve the same goal and that is to filter 

off unwanted traffic. The terminologies of hardware or software firewalls are used by 

most marketers to distinguish their products.  

A hardware firewall has a firewall program running on a dedicated 

platform. The filtering process is regarded to be faster and more reliable than a software 

firewall. Software firewalls, unlike hardware firewalls, are usually installed on individual 

computers such as a server and run automatically in the background, which may impact 

their performance.  

3. Deploying Firewalls 
This section describes the deployment of a firewall. Many organizations have the 

objective of deploying a firewall to increase their information security level in terms of 

confidentiality, integrity, and availability. 

a. Host Based Firewall 
A host based firewall is software that installs on a computer to restrict the 

type of traffic that is allowed in or out of the computer based on specific applications. 

They are also known as personal firewalls and are often added on to workstations and/or 

servers. Usually, host-based firewalls are an effective mechanism because they are only 

responsible for a single host’s protection.  

b. DSL Routers and Other Equipment 
The rise of awareness in information assurance has led to the demand for 

the integration of a firewall mechanism in network equipment such as cable modems, 

DSL routers, and wireless base stations. As highlighted in Section 2, many Internet 
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services are readily available, but whether the services are those of friends or foes all 

depends on how they are being used. 

For example, NFS can be used on an internal network to allow sharing of 

resources. However, NFS can be exploited by outsiders to access the internal network 

information. With a firewall incorporated on a modem or router, it can help to reduce the 

risk of exploitation of the Internet services up front of the Internet connection. 

c. Dedicated Firewall 
A dedicated firewall usually sits between two networks, a private network 

and a public network such as the Internet, to handle the heavy traffic load. This type of 

packet filtering firewall is efficient in blocking certain types of potential threats by 

filtering unwanted protocols. A dedicated firewall is also known as a boundary firewall. 

d. Internal Firewall 
In most modern applications, firewalls and firewall environments are 

usually associated with the context of Internet connectivity and the TCP/IP protocol suite. 

However, firewalls can also be deployed in network environments that do not require 

Internet connectivity. Therefore, a firewall can be defined as a system or a group of 

systems that enforce an access control policy between two networks or protect a trusted 

network from an untrusted network. It can be used internally to prevent unauthorized 

access to a particular subnet, workgroup or LAN within an organization’s network. For 

example, many corporate networks employ firewalls to restrict connectivity within 

internal networks. They might prevent access between the Engineering department and 

the Accounting department. By employing firewalls to control connectivity to these 

areas, an organization can prevent its internal personnel from accessing sensitive systems 

and resources. 

The effectiveness of a firewall solution depends on two factors: 

- The firewall solution, either a stand-alone system or software- 

based running on a dedicated system, must be physically located in 

a safe place. If the system is compromised, the firewall will not be 

effective. 
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- All traffic to and from a trusted network must pass through the 

firewall. If a firewall can be bypassed, there is no assurance that 

the network is safe. 

4. Limitation of Firewalls 
It is important to understand that a firewall, regardless of how sophisticated or 

technologically advanced it is, will not be able to make a computer immune to attacks. To 

achieve greater protection, a firewall should be used with other security measures, yet 

there is still no guarantee that the network will be 100% secured. In short, there is no 

perfect solution. Firewalls are usually deployed as a complement to a layered defense. 

Firewalls create obstacles to discourage or delay attacks. Thus, firewalls can be very 

effective in blocking most attackers from compromising an individual computer, but it is 

difficult to prevent every possibility of intrusion. 

a. Internal Threats 
A firewall often cannot offer protection against insider attacks. Since the 

users are already on the internal or trusted network, they often have access to the 

protected services without having to go through the firewall. A firewall cannot stop 

malicious insiders from attacking other systems inside the firewall, but it can help to 

prevent attacks from the inside network to the outside one. 

b. Unable to Detect Tunneling Through a Firewall 
A firewall cannot always prevent tunneling where one kind of 
protocol is wrapped up inside another.  [12] 

Malicious traffic can be disguised as legitimate traffic, which the simple 

packet filtering cannot handle. The malicious traffic can tunnel through the allowed ports 

on the filter.  

c. Unable to Distinguish Data Sensitivity 

A firewall is unable to distinguish the sensitivity of the data encapsulated 

inside a packet. As a result, information can leak out via a legitimate packet. 

d. Exploitation of Security Holes 
A firewall has limitations in understanding the full context of the TCP/IP 

protocol suite. As a result, exploitation of the TCP/IP is still increasing. For example, 

assume a firewall is set to deny e-mail programs from receiving and/or sending messages, 
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yet allows a web browser to browse the Internet. It is possible to use the web browser to 

retrieve and send e-mail, thus bypassing the intent of the firewall rules.  

5. Application Gateways 
An application gateway is considered to be one of the better and improved 

firewalls. The packet screening can be complex and it is implemented for a system 

configured with at least two network interfaces. MOREnet technical support states: 

The application gateway acts as an intermediary between two endpoints: 
one from the source to the gateway and one from the gateway to the 
destination. Each endpoint can only communicate with the other by going 
through the gateway. When a client initiates a request from the untrusted 
network, a connection is established with the application gateway. The 
gateway determines if the request is valid by comparing it to a set of rules 
and then sends a new request on behalf of the client to the destination. [9] 

This approach avoids a direct TCP connection between a trusted network and an 

un-trusted network. It is important to note that the application gateway actually builds a 

new request, only copying known acceptable commands before sending it on to the 

destination, which is known as full packet awareness. [13] 

a. Advantages of an Application Gateway 
Application gateway firewalls have many advantages over static and 

dynamic packet filtering firewalls. Application gateway firewalls usually have extensive 

logging capabilities due to the firewall being able to examine the entire network packet 

rather than just the network addresses and ports. Another advantage is that application 

gateway firewalls allow administrators to enforce the type of user authentication that is 

appropriate for a given organization network infrastructure. Application gateways are 

capable of authenticating users directly, whereas the packet filtering firewalls normally 

authenticate users based on the network layer address of the host. As network layer 

addresses can be easily spoofed, the authentication capabilities in an application gateway 

are much superior to those of the packet filtering firewall. [13] 

b. Disadvantages of Application Gateway Firewalls 
The advanced functionality of application gateway firewalls also results in 

several disadvantages as compared to packet filter firewalls. According to NIST, the “full 

packet awareness” in application gateway firewalls requires more resources such as time, 
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memory, and power to process each packet. Another disadvantage is that application 

gateway firewalls have limited support for new applications and protocols. [13]  

C. SUMMARY 
This chapter gives an introduction to the evolution of networking, packet filtering 

and application gateways. This is to allow the reader to have sufficient background to 

understand the remaining information presented in this document. An important point to 

note is that the difference between dynamic and static filtering is the “connection state” 

which allows the dynamic filter to understand the direction and the sequence of the 

packets. 

 In the next chapter, how CyberCIEGE can be used as an educational platform for 

demonstrating filtering shall be discussed. 
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III. USING CYBERCIEGE TO ILLUSTRATE NETWORK 
FILTERS 

A. EXISTING SCENARIOS 
Currently, CyberCIEGE has a set of scenarios available on-line at 

http://cisr.nps.navy.mil/CyberCIEGE/scenarios.html. In general, each scenario has a 

three-dimensional (3D) environmental view which represents an office or military-based 

floor plan, users, and assets which the game developer initiated.  The scenario consists of 

several phases and objectives to illustrate specific security issues which are valuable and 

informative for players. Each player has to satisfy all the objectives in each phase to beat 

the scenario which means the player must ensure that the organization in the game is 

making money; i.e. the users are achieving their goals, and there is no violation of the 

organization security policy. [14] 

During the initial phase of this thesis research, the two games named Introduction 

Scenario and TirePly Filters Scenario were explored. These two scenarios are examples 

of how CyberCIEGE represents network filters. Below is the brief description of each 

scenario and its educational value related to filters or firewalls.    

1. Introduction Scenario 
This scenario guides the players to understand the mechanics of the game and 

introduces the player to a number of the CyberCIEGE security concepts. [15] The 

objective of the firewall/router concept in this scenario is to set up the filter rules to allow 

only some application services to access the Internet. The objective did not clearly 

specify which application services should be allowed or denied. This may cause 

confusion to an entry-level player. The scenario for the filter portion of the introductory 

scenario closely resembles one of the objectives of the TirePly Filters Scenario. The filter 

aspect of this scenario does not add any value beyond that provided by the TirePly Filters 

Scenario. Thus, if the filter portion was removed, the scenario would be improved. 

2. TirePly Filters Scenario 
This scenario explores the issues arising from connecting networks to the Internet 

and the use of filters to protect assets. [15] It also illustrates a good concept: that filtering 

devices is not a perfect solution even though the filtering rules are properly set. Physical 
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isolation of a network system from the Internet may be a better way to protect a high 

value asset.  

3. Findings 

a. Takeaway Lessons 
By playing the two interactive scenarios discussed above, a list of 

key ideas related to firewall or filtering components was noted. 

(1) Internet Vulnerability. As described in Chapter II, both the 

scenarios illustrate that the Internet is essential to organizations to carry out their tasks. 

However, direct connection to the Internet may not be ideal as it will expose the 

organization’s asset to the world. This is unacceptable in the scenarios. 

(2) Firewall as Access Control. Using a properly configured 

filtering component increases the level of confidence in assuring protection of 

information in the systems. The filtering component can be used to deny vulnerable 

protocols such as telnet service applications. 

(3) Player Interface to Filter. The player need not be concerned 

about the details of the IP source and destination addresses, the type of protocol (UDP or 

TCP), or the TCP/UDP port number. The filtering setup interface in CyberCIEGE is 

meant for a player to be aware of some of the application services that are commonly 

used in an organization. A player can choose to deny or permit the filtering rules based 

on the scenario requirement. The interface helps to illustrate to the player that filtering 

can be done on either inbound/outbound network traffic, or both.       

(4) Isolation, the Best but Overlooked Solution. Although a 

firewall is one of the key elements for strategic defense of digital information on a 

network, it is often forgotten by many professional IT administrators that isolation could 

be the best solution. In the scenario, many players including this author, bought the most 

expensive and sophisticated devices in an attempt to secure the high value assets. 

However, the assets were still being accessed by attacked. The lesson learned is that 

stand-alone systems without connections to networks have fewer opportunities for 

externally based attacks, and therefore maybe the best option. 
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b. Adding New Educational Value 
To improve the educational value in regards to the filtering components, 

more filtering-based scenarios need to be available. These identified issues are used as 

objectives to build the add-on scenarios for this thesis research. 

(1) Novice Issue. The graphics of the games are very attractive, 

but there are some difficulties in understanding some of the content in each tab field in 

the scenarios. Although there are movie clips that help players to understand the features 

in the game, familiarity with the functions and contents in the game is achieved only after 

many rounds have been played. This can be further improved by introducing a step-by-

step hands-on guide and explanation for novice players. The needs of a novice player of 

the game were taken into consideration for the research in the firewall scenarios. 

(2) Missing Element in Filtering Components. Generally, the 

existing scenarios that deal with the filtering component do not clearly introduce the 

behavior of the filter device. There is no clear indication of the type of filtering 

mechanism, how the rules are applied, or how it will respond. In order to demonstrate the 

“missing” element for an inexperienced CyberCIEGE player, a sequential build-up 

approach was adopted to guide and re-enforce the player’s knowledge of the filters. 

(3) Internal IP Spoofing. One of the potential vulnerabilities 

that an organization can face is IP spoofing. A filtering device such as a firewall, 

regardless of the type of filtering mechanism, can be an effective tool to minimize some 

IP spoofing attacks. For example, if the firewall is deployed between an internal (trusted) 

network and Internet (untrusted) network, the filtering rules on each side of the firewall 

interface can be set up to identify internal IP spoofing. The firewall can be configured to 

drop all incoming traffic that uses any address of the internal network as a source IP 

address. Similarly, a firewall can deny someone from on the internal network from 

spoofing an external IP address.  However technologically inclined administrators may 

overlook this issue because they may handle a long list of rules. Therefore, this important 

scenario should be implemented to create awareness of IP spoofing. 

(4) Firewalls can be used for Internal Network. A firewall is 

commonly used at the checkpoint between the Internet and internal network which is 

clearly illustrated in the scenarios. However, a firewall can also be deployed within an 
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organization to restrict employees of one section from accessing resources in another 

section. This scenario, which was missing, should be included to highlight this additional 

function of a firewall for securing an internal network. 

(5) Application Services. There are many application services 

on the Internet, and more to be introduced. It might be inefficient for a system 

administrator to have to constantly adjust the firewall rules to deny the latest insecure 

application. Therefore, it is wise that the players should take a proactive approach. This 

means that the player should block all application service requests in an organization and 

only permit specific service requests to pass the filtering device, upon approval by 

management. 

(6) Introduce Demilitarized Zone (DMZ). The existing 

scenarios that involve the use of filter devices have illustrated some of the possible issues 

that an organization would encounter. With a clear understanding of how the firewall 

functions, further research on the deployment of the firewall in terms of the 

organization's network topology should be introduced. A demilitarized zone (DMZ) was 

selected, as many organizations in the industry have implemented the concept in their 

environments. The existing firewall/router component in CyberCIEGE shall be used to 

model a DMZ environment, evaluate whether the scenario is feasible, and conduct an 

experiment to determine the educational objectives related to the security issues that 

could be brought across to a player.  

B. CYBERCIEGE GOALS 
The goal for the development of these new scenarios is to complement the 

existing scenarios to give the potential players, i.e., students in an introductory computer 

security course, further experience in managing major issues, strategies, and tools 

involved in network security and to see if they can synthesize what they have learned 

about firewalls from course materials. 

1. Player Goals 
- To increase the player’s awareness of the security issues, deployment 

strategies, and tools for computer and network systems. 

- To allow the player to experience an attack in order to better understand 

the strategies, strengths and weaknesses of defense mechanisms, and 
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mindset of the attackers, as well as to be able to react defensively in a 

“simulated” environment. 

- To give the player a foundation for the application of the knowledge 

he/she acquires in the scenarios and contribute his/her skills in future work 

as an information assurance professional. 

2. Game Developer Goals 
- To use the CyberCIEGE tools to build a “simulated” real world 

environment for defenses and attacks that will contribute to the player’s 

learning. 

- To improve and expand CyberCIEGE's potential value as an educational 

teaching tool. 

C. INFORMATION ASSURANCE 
In the CyberCIEGE world, the destiny of an organization’s information security 

lies in the hands of the players. The player will have to decide on the best option to 

balance among the security of information, functionality of the organization, and limited 

resources. In each scenario, an environment is created that is comprised of a set of 

predetermined users and assets. An asset, which represents information that can have low 

to high sensitivity, is assigned to users or belongs to the organization. The assets reside in 

a workstation or server on an organization’s internal network. Access to an asset can be 

assigned to more than one user.  

The assets have associated motive values that determine the strength of attack 

against the assets. Different motive values will attract different types of attacks such as 

Trojan horses, viruses, unskilled hackers, professional hackers, and others. The attacks 

also include bribery of the users in the internal organization that could compromise the 

assets through physical or remote access. These random attacks are statistically generated 

by the CyberCIEGE attack engines that will constantly search for and launch an attack on 

high motive assets, which may cause the player's failure in achieving his or her goals.  

Finally, the player has the option to purchase new defense mechanisms or use 

existing defense mechanisms to deploy his or her strategy to protect the assets from 

attacks. The player not only needs to know how to strategically place his or her defense 
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mechanism, such as a firewall, he or she also needs to set up the filtering rules to ensure 

only intended traffic is permitted. If the filtering rules were not properly setup and results 

in the failure to satisfy all the users’ needs to access the required assets, or the failure to 

protect the assets from unauthorized access, the player will lose the game.  

In the game, the measurement of a player’s ability can be determined by the 

amount of money available to the player. For each successful completion of a phase or 

objective, the player gets to increase his/her money. However, any compromise of an 

asset, or any delay in achieving the goals may lead to a decrease of his/her amount of 

money.  For example, in all three scenarios the initial amount is a baseline. When the 

game starts, every simulated hour, a decrease in the money is activated when a goal is not 

met. Different goals will cause different amounts of money to decrease. When an 

objective is met, a lump sum of money is rewarded.  

D. CYBERCIEGE TOOLS 
In CyberCIEGE, the scenarios are developed using a Scenario Development Tool 

(SDT). A detailed description of the usage of the SDT can be found in the CyberCIEGE 

Scenario Development Tool User’s Guide. This section shall provide an overview of how 

the CyberCIEGE elements can be used to construct and demonstrate the scenario in terms 

of filtering.   

1. Assets and Attack Engine 
CyberCIEGE “assets” are used to represent information resources. Different 

assets can have different values to the enterprise and attackers. The values of the assets 

are based on the negative impact that their unauthorized disclosure modification or lack 

of availability would have on the organization. Assets with a moderate secrecy motive 

can be used to attract game engine attacks. This is done by setting each asset with a non-

zero value on the attacker motive field.  

In the three scenarios developed for this thesis, the game engine attack was not 

used. The main focus of the scenarios was to provide continuous feedback to the players, 

to let them know whether or not they have successfully achieved the users’ goals, and 

whether or not they have created insecure configurations.  Since all three scenarios 

provide feedback to players before attacks would occur, the attack engine is not needed.   
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Assets are used in these scenarios primarily within user goals, described below in 

the Users and Goals section. 

2. Components 
A list of components is available in CyberCIEGE. Several components such as a 

workstation, servers, and firewalls/routers are used in the scenarios. An asset or several 

assets can be assigned to reside in a workstation or server. The firewalls or routers 

provide a means for connecting two or more different networks together, and are used to 

block or permit different types of application services between networks. 

3. Networks 
CyberCIEGE “networks” are used to represent a communication medium that 

provides a means for components to be interconnected. It allows the components to be 

connected in a local area network (LAN). The number of LANs in each scenario can be 

specified by the game developer. Each LAN can be configured as static or non-static. 

When a LAN is static, the player cannot change the topology of the network.  

In this thesis, three types of networks are considered. 

a. Closed Network  
An internal closed network is considered to be a trusted network that 

allows its employees to communicate and share resources within an organization. It can 

be made up of one or more LANs. The traffic does not go beyond to the Internet. Closed 

networks provide a good simulated environment to understand about filtering. In 

Scenario 1 of this thesis, two LANs were connected to a firewall/router to form the 

simplest closed network as shown in Figure 3. The two LANs were configured as a static 

network because the objective is to assess whether the player is able to setup the filtering 

rules. Changes to the topology of the network were the least concern.  However, 

Scenarios 2 and 3 require the player to change the topology network. 
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Figure 3 Simple Scenario 1 
 

b. Internet 
In CyberCIEGE, “Internet” is an external network that is already 

predefined in the SDT. This element does not need any definition setting. The game 

developer has the option to decide whether the Internet connectivity is available in the 

scenario. In Scenario 1, the Internet option was made unavailable, as the game does not 

require any Internet connectivity, whereas Scenario 2 and Scenario 3 involve the Internet 

connection to introduce more challenging security issues for the player. 

The Internet can be used to provide a logical connection for two or more 

physically separated networks as shown in Figure 4. In this way, the network in the 

headquarters office and the network in the production plant are connected through the 

Internet. In Scenario 2, an employee without any authority to access information in the 

headquarters office is located at remote Internal Network 3. If this employee were 

malicious, he or she might spoof an internal IP address of network 1 and/or network 2.     
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Figure 4 Network Connectivity via the Internet  

 

c. Demilitarized Zone, DMZ  
A DMZ is a network that is usually deployed between two firewalls. It is 

considered to be neither an internal network nor the Internet, and is often managed by the 

administrator from the internal network. Any information or resources that can be 

accessed by the public are usually deployed in this network, thus protecting the internal 

network from public access.  

In CyberCIEGE, a “physical” DMZ can be created by deploying the 

network components (workstations and servers) in-between two firewalls, as can be seen 

in Figure 5. The effectiveness of a DMZ depends on the rules on the two firewalls set by 

the player.  In Scenario 3, two firewalls, two workstations, two private servers, and an 

internal network were made static. This is to ensure that the player will deploy a DMZ as 

a solution. The player needs to use the DMZ topology and set the filtering rules on both 

firewalls to manage the access control on the assets on all the servers. 
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Figure 5 Internal Network with a DMZ 

 

4. Users and Goals 
In CyberCIEGE, “users” and “user goals” are typically used to generate revenue 

for the enterprise. The productivity and happiness of users depends on the status of users’ 

goals. When the user goals are met, the users’ happiness and productivity remains high.  

In each scenario, each user is assigned single or multiple goals. A user goal is to 

access an asset over a network using specific application services. With a firewall in-

between the networks, the player has to make the correct choice to allow the appropriate 

application services to pass the firewall. This then increases the happiness of the users.  

For example, in Figure 3, a workstation on Network LAN 1, is assigned to Joe 

and another workstation on Network LAN 2, is assigned to Jean. The assets, Project 

Firebird and Technical Manual, are instantiated on Joe’s workstation as well as Jean’s 

workstation upon the start of the game. Joe is assigned a user goal to access the Technical 

Manual with the Database application service. At the LAN 1 firewall’s interface, the 

filter rules were initially setup to deny all application services and only allow the 

Database application service to LAN 1. At the LAN 2 firewall’s interface, all application 

services are allowed. This implies that Jean is able to reach the asset Project Firebird and 

Joe is unable to access the asset Technical Manual.  Thus, Joe is unable to fulfill the user 

goal, which will cause a trigger mechanism (CashTrigger) to penalize the organization’s 

revenue. The CyberCIEGE game engine will reduce the value of Joe’s productivity and 
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happiness. When the player successfully configures the filter rules such that Joe is able to 

achieve the user goal, Joe’s productivity and happiness will increase. 

5 Objectives and Phases 
Each scenario can be divided into several phases and the player needs to fulfill 

one or more objectives in each phase. The objectives and phases mechanism in 

CyberCIEGE allow the difficulty levels of the scenario to be built up gradually. Each 

phase allows the player to focus more on specific security issues of the filter.  In Scenario 

1, there is only one phase with one objective. For Scenarios 2 and 3, the level of difficulty 

increases and the player has to complete three objectives in three phases.  The purpose of 

the phases and objectives is to walk the players through the game such that they know 

when to change the network topology. 

6. Conditions and Triggers 
The scenario developer establishes a set of conditions that can be used by the 

game engine during run-time to activate some actions. A single condition or a set of 

conditions can be used to determine the outcome of an action. For example, if a player 

fails to configure the filter device properly, then the public from the Internet is able to 

access the high motive asset. This can be measured by using a set of conditions that can 

be used to trigger some action. There is a list of trigger mechanisms available in the SDT, 

which have their own unique application.  

Conditions and triggers are primarily used in all three scenarios to assess the 

application services in connection to an asset, as explained below.  

a. Conditions 
The connectivity between asset and network is assessed by two condition 

classes, “AssetToNetworkByFilterType” and “AssetToNetworkFilterCount”. The 

“AssetToNetworkByFilterType” condition allows the game engine to determine whether 

an asset can be accessed from a predetermined network using a particular application 

service. Both conditions are used to measure the network connectivity to an interested 

asset.     

For example, in Figure 6, the AssetToNetworkByFilterType is used to 

measure the access connectivity from the Internet to assets residing on Network 2. This 

means that the asset, employee personnel data, on Internal Network 2 can be denied by 
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both or either of the firewalls. The number of firewalls between two end networks has no 

effect on the result of the AssetToNetoworkByFilterType condition. If there are ten 

firewalls and only one of them is used to deny an application service, the output of 

AssetToNetworkByFilterType would show a positive result. In the three scenarios, this 

condition is used to determine whether the player has allowed a specific application 

service to reach an asset.  

 
Figure 6 AssetToNetworkByFilterType Illustration 

 

“AssetToNetworkFilterCount” is a new condition class introduced to the 

game developer. This condition allows the game engine to measure the number of 

application services that can be used to access an asset from a specified network. This 

condition counts the number of application services that have network connectivity from 

one end of the network to the other end of the network that has the asset. In all three 

scenarios, this condition is used to assess whether the player has blocked a minimum sum 

of services.  

By combining the two conditions, it would give a good assessment on 

whether the player has configured the rule correctly. 

b. Triggers 
The trigger mechanisms provide a means for interacting with the player. 

Triggers can be set to go off based on a combination of conditions. The trigger class that 

is often used in a scenario is “TickerTrigger” and “SpeakerTrigger”. They are used as 
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visual warnings and hints before an attack occurs. The TickerTrigger is used to display a 

message at the bottom of the screen while the game is still on run-time, while 

SpeakerTrigger displays a message cloud over the user’s head. The trigger mechanisms 

are activated only when a set of conditions are met. In the three scenarios, TickerTrigger 

is configured to activate messages periodically, about every two hours in terms of 

scenario time. It provides negative feedback to the player that an error was made on the 

filtering rules. SpeakerTrigger is used to highlight to the player that the users are not 

happy because they could not achieve their user goals.    

E. SCENARIOS ROADMAP 
The strategy for building the game has been discussed in Section D. There were 

some initial doubts about the filtering mechanism which needed further investigation 

before scenario development could begin. The initial questions were: 

a) What type of filtering mechanism does the CyberCIEGE filter model use? 

b) How may the representation of IN and OUT be improved for the filter 

component? 

c) Does the sequence of filtering rules have any impact on the filtering process? 

The investigation provided an adequate understanding of the CyberCIEGE filter 

mechanism. The three scenarios were then proposed as follows: 

a) A scenario for a novice player to understand filter principles in CyberCIEGE. 

b) A scenario to illustrate the potential threat of IP spoofing.  

c) A scenario to illustrate the use of a DMZ. 

F. INVESTIGATION OF PACKET FILTERING 
This section describes the process of an experiment that was carried out to 

determine the characteristics of the filtering mechanism in CyberCIEGE. A weak 

conclusion was established from the results collected from the experiment and a 

suggestion was made to improve the game.  
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1. CYBERCIEGE Filter Component 
The behavior of the filtering mechanism in firewall or router components was 

carried out. The existing TirePly Filter Scenario was used as the platform to determine 

what kind of packet filtering is represented in CyberCIEGE.  

The phase 1 objective of the pre-existing TirePly Filter Scenario is to connect 

Larry’s computer to the Internet so that Larry can access a Web Server on the Internet. 

First, the network topology was re-wired such that a filtering device (firewall or router) 

was connected to Larry’s computer and the Internet via the network internal LAN 1 and 

the Internet, respectively, as shown in the Figure 7. By default, the filtering rules on the 

application services were not blocked as shown in Figure 8. This implies that Larry’s 

goal is achieved as the web services request was allowed to the Internet, which can be 

verified on the USER Tab as shown in Figure 9. It should display “Asset Failure: None”. 

Thus, by varying the different combination of inputs on the TO and FROM on the 

filter, the output of the filter can be observed on the USER Tab, user’s goal. The results 

were tabulated and are shown in Table 1 and Table 2. 

 

 
Figure 7 Connect Larry’s Computer to Internet 
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Figure 8 Default Services Not Blocked on Firewall 

 
 

 
Figure 9 Larry’s Goal 
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Application 

Service 

To From Asset Failure 

Web Server [    ] [     ] None 

Web Server [ X ] [ X ] Web 

Web Server [ X ] [     ] Web 

Web Server [     ] [ X ] None 

Table 1 Truth Table of Web Server Service on Internet Interface of Filter Device 
 

Application 

Service 

To From Asset Failure 

Web Server [    ] [     ] None 

Web Server [ X ] [ X ] Web 

Web Server [ X ] [     ] None 

Web Server [     ] [ X ] Web 

Table 2 Truth Table of Web Server Service on Internal LAN1 Interface of Filter Device 

 

2. Filtering Interface to the Player 
The graphical user interface for the filtering rules of the filter component has an 

“IN” and “OUT” label which represents the inbound and outbound interface of the 

firewall. The labels can be misleading, especially for people who are exposed to filtering 

for the first time. 

For example, an employee in an internal network needs to access web browsing. 

Therefore, the internal network cannot be completely sealed off from the Internet. On the 

other hand, the internal network should not be accessible by the public in the Internet via 

this opening. If the inbound traffic (IN) is blocked, does that mean the response from the 

web server is blocked? Likewise, if the outbound traffic (OUT) is blocked, does that 

mean the web server request packet from the internal network is blocked? 
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When a web page is requested from a host in an internal network, that host 
sends a ‘GET’ request to the web server and the web server replies by 
returning an HTML file to the browser so that it can be displayed on the 
screen of the host.  In this case, the initiative comes from the host on 
internal network and a request is sent outwards. This is outbound traffic. 
The reply comes from outside towards the internal network. This reply to 
the request is considered to be part of the same outbound connection. On 
the contrary, if someone from outside wants to connect to the internal web 
server of network, the outside host will send a ‘GET’ request to the 
internal web server. The connection is initiated from the outside, so this is 
an inbound connection. [16] 

It can be misleading to interpret that a packet might appear to be inbound (IN) to 

the filtering device on its way to the external world, yet that packet is actually outbound 

(OUT) from the internal network. Thus, by using a simple terminology of TO (to replace 

IN) and FROM (to replace OUT), it can help the players to interpret the filtering rules 

more conveniently, as the player shall interpret the specific application service request as 

From/To the selected network. The change in the GUI’s labeling, as shown in Figure 10, 

makes it much easier to interpret the directional traffic (i.e., Web Server request is 

permitted TO the Internet and Web server request is denied FROM the Internet).    

 
Figure 10 Interpretation of Rules 

 
2. Packet Addressing  
CyberCIEGE does not provide players with the means to specify filtering rules 

pertaining to source and destination of IP addresses.  

3. Order of Rules 
In CyberCIEGE, the matching of the rules in the filter devices does not concern 

the sequence or order of the rules. The underlying mechanism in the filter code will check 
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all the entries specified by the player. CyberCIEGE rules only contain application 

services. Therefore, the order of the rules is immaterial.  

4. Static or Dynamic filtering mechanism 
As described in Chapter II Section B, Comparison between Static and Dynamic 

Packet Filtering, the main significant difference between the two kinds of packet filtering 

is the awareness of connection state. The experimental results obtained in Table 1 and 

Table 2 are unable to prove that the filtering in CyberCIEGE has the ability to remember 

the directional flow of the packets.  

Thus, CyberCIEGE provides no means of distinguishing a static filter from a 

dynamic filter since its does not model the flow of discrete packets, but only models 

application services. 

G. SUMMARY 
This chapter gave a description of the existing scenarios that relate to filtering 

components and some possible ideas that can be introduced to the existing scenarios to 

make the filtering subjects more educational. A roadmap of what is expected to be 

achieved in the development of the scenarios was mentioned, and a strategy was 

described using CyberCIEGE elements to illustrate network filtering concepts. Details of 

the resulting scenario development will be covered in Chapter IV.  



39 

IV. SCENARIO DESCRIPTION 

A. SCENARIOS OVERVIEW 
Three scenarios were developed in this thesis that allow players or students to 

have a better understanding of information assurance with emphasis in the area of packet 

filtering. These three scenarios can be used to complement the existing TirePly Filters 

Scenario to form a filtering campaign [17]. In this way, the player will have a progressive 

learning cycle about packet filtering and will experience some of the possible security 

issues related to packet filtering firewalls. 

1. Common Definition 
The three scenarios developed have common definitions in the Scenario 

Development Tool (SDT) element. They are: 

a. Environment 
All the three scenarios are developed based on an office environment. The 

skills and knowledge acquired in the office filter scenarios are applicable to other 

contexts such as the military. 

b. Secrecy 
Secrecy is required in organizations where access to information is 

governed by regulation or necessity to different groups of people. The secrecy of the 

assets and the clearance of the users are categorized into three levels in these scenarios: 

secret, confidential, and unclassified. This hierarchical system of secrecy specifies which 

level of security clearance is allowed to handle what classification of data. Different 

levels of security clearance require different levels of background checks as shown in 

Table 3. 

 Unclassified Confidential Secret 

Initial Background Check Low Medium High 

Table 3 Secrecy Level 
 

(1) Secret – High Level. This level is defined as the highest 

level of sensitivity of information or security clearance. Any compromise of this 
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information could result in severe damage to the reputation of the company, confidence 

of employees and financial issues for the company. 

(2) Confidential – Moderate Level. Confidential is defined as 

information that is meant for the authorized staff in the organization. Only authorized 

employees are allowed to access it. No one in the public should be able to access it. Any 

compromise of the confidential information may have a negative impact on the 

confidence of employees and probably will result in some revenue loss for the company.  

(3) Unclassified – Low Level. Unclassified is defined as assets 

having the lowest sensitivity of information and is meant for everyone, including the 

public. It does not require any protection. 

d. Scenario Conditions 
Two main conditions classes, namely AssetToNetworkByFilterType and 

AssetToNetworkFilterCount, are used to measure the actions carried out by the player. In 

all three scenarios, each scenario has its own set of condition classes.  

(1) AssetToNetworkByFilterType.  

This condition class is used to determine whether an asset can be 

accessed from the network using the specified application service.  

(2) AssetToNetworkFilterCount.  

This condition class is used to determine whether the number of 

application services able to access the asset from the network exceed the input value 

specified by the game developer. This input value represents the maximum number of 

application services available. 

These conditions, together with a trigger mechanism, provide positive and 

negative feedback to the player.  

e. Scenario Triggers 

TickerTrigger, SpeakTrigger, WinTrigger, CashTrigger and SetPhase 

trigger classes are used to improve dialogue with the player for all three scenarios. The 

trigger mechanism is activated when a set of conditions is met. Definitions of each type 

of trigger class are described as follows: 

TickerTrigger causes information to be displayed on the ticker that 

appears at the bottom of the game screen.  
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SpeakTrigger causes information to be displayed as if the users are 

speaking or thinking during the game. 

WinTrigger is used to display game debriefing information after the player 

has successfully won the game. 

CashTrigger causes the cash in the game to increase or decrease 

depending on the player’s success in fulfilling the user’s goals. 

SetPhase allows the player to advance the game to the next level. It also 

displays a new set of objectives for the player when the player has successfully 

completed a phase.  

The trigger classes that are used in each scenario were tabulated. The  

tables give a general description of the conditions of when the trigger would occur and 

what messages would the player expect to receive.  

B. SCENARIO 1: UNDERSTANDING PACKET FILTERING 
In Scenario 1, the objective of the game is to introduce the player to packet 

filtering. By the end of this scenario, the players should be able to understand how the 

filter rules affect each of the application services. 

1. Story Board 
This scenario illustrates an automobile company. The following is the 

introductory message seen by the player. 

Great Car Automobile, has decided to connect their internal network to the 

Internet. The main purpose is to generate a new source of revenue through the web. A 

fresh IT graduate was employed as an administrator to set up and maintain the Internet 

connectivity to the Great Car network. Within a week of the Internet connection, the 

internal network suffered from several attacks. Unskilled hackers from the Internet were 

the main suspects. Although the attacks were from amateurs, the consequences were 

detrimental. The work that was not backed up before the attack was lost. On top of that, 

the company had to suspend operations for two days to restore their backup information. 

As a result, an estimated loss of about US$ 50,000 was incurred. As the network was 

down, the company staff could not access the technical and financial records needed to 
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serve the customers. Several customers were unhappy because they had to reschedule 

their appointments for their vehicle maintenance. 

The IT administrator was immediately instructed by management to disconnect 

the internal network from the Internet to prevent any further attacks. The IT 

administrator was dismissed and a new IT administrator was engaged.  

In this scenario, the player is the new chief of the IT department. The player must 

apply the knowledge acquired on the topic of firewalls from an introductory computer 

security course to resolve some of the security issues. 

The player needs to demonstrate his or her understanding of the use of packet 

filtering firewalls or routers. The organization has two sections: the Engineering 

department and Documentation department. 

2. Assets 
‘Firebird’ and ’Technical Manual’ are the two information assets introduced in 

this scenario. Brief descriptions of the assets are described below in Table 2:   

Asset Name Secrecy Level Description 

Firebird Secret It contains the company’s intellectual property, 
technologies, and new ideas that have not been 
publicized. Anyone in the automobile industry would 
be keen to get a hold of this information. The company 
foresees that the information has potential value to 
bring in a new source of income that would sustain the 
company for the next five years according to its 
business roadmap. Any compromise of asset Firebird 
will not allow the company to survive for more than 
one year.  

Technical 
Manual 

Confidential This information is important to the internal staff, 
especially to the mechanical engineering departments. 
This information provides specifications of automobile 
parts, guidelines on how to troubleshoot any 
mechanical defects and instructions to repair any 
faults in the hardware parts.  

Table 4 Scenario 1 Asset 

 

 



43 

3. Goal 
Two goals were defined in this scenario. Each asset goal is assigned to each user 

as described in Table 5.  

Asset Goal Name Description 

Update Technical 
Manual Goal 

The goal is to access the asset Technical Manual. This is essential to 
allow the accessibility and maintenance of the Technical Manual.  

Read Technical 
Manual Goal 

The goal is to access the Technical Manual over a network using a 
Database application service.  

Table 5 Scenario 1 Goal 
 
4. Physical Component and Network 
Two workstations, two networks and one firewall are used in the scenario. Each 

workstation is located in one of the networks, and both networks are connected using the 

firewall, as shown in Figure 11. Each workstation is assigned to one user and an asset is 

instantiated when the game starts.  In the game, Joe’s workstation/PC resides on LAN 1 

and Jean’s workstation/PC resides on LAN 2. Both workstations are connected to the 

router/firewall that allows some form of access control. 

 
Figure 11 Scenario 1 Topology 

 
5. Users 
Two users, Joe and Jean, are created for this scenario, as shown in Figure 12.  
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Figure 12 Scenario 1 Users 

 

Joe is a capable engineer from the Mechanical Engineering department. The 

company is pleased with Joe’s performance and he was given a pay raise in the recent 

salary adjustment. Joe is very enthusiastic in his work and willing to take on new 

challenges. Joe is assigned to handle Project Firebird. He has the detailed information 

about Project Firebird in his workstation. He has been cleared with a secrecy level of 

Secret.  

Joe’s asset goal is to access the Technical Manual over a network using a 

Database application service. He needs the Technical Manual information for his 

engineering work. 

Jean is a technical writer from the Documentation department. She is currently 

working alone as her peers have quit. She is responsible for all the technical 

specification documentation in the company. The Technical Manual resides in her 

workstation. Lately, she has been complaining that her workload is too much. The 

company has assured her that two more technical writers will be hired to help her out. 

Although Jean is a very hardworking employee, she is upset with her workload.  

Jean’s asset goal is to ensure that the Technical Manual information is updated to 

the current specification.  

6.  Filter 
One filter entity is used in this scenario. The filter is labeled as ’CoFilter’, and it is 

in the firewall component. Initially, the filtering rules are not setup properly. All the 

application services are blocked “From” and “To” network LAN 1 except for the “To” 

field of the Database application service. This improper filter allows Jean unauthorized 

access to Project Firebird. Joe, on the other hand, is unable to access the Technical 

Manual. 
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7.  Full Briefing 
In this scenario, a brief summary of the organization’s network problem is 

described in the GAME tab as follows: 

The filtering rule in the router/firewall was not properly setup. Jean seems to 

know about the details of Project Firebird while Joe is unable to retrieve information in 

the Technical Manual. The Technical Manual can be accessed through the DATABASE 

application.  

Firewalls inspect packets as they pass through, and based on the rules that the 

administrator has defined, they allow or deny each packet through the firewall. 

Communication between computers requires packets to be sent and received in both 

directions. From the firewall's perspective, the distinction between "inbound" and 

"outbound" connections is the direction of the first packet which begins the exchange 

(also known as Initial Request Packet). When a particular network is selected, one can 

deny or permit the initial request packet to flow TO or FROM that network.  

In this case, one cannot completely seal off LAN 1 from LAN 2, but one does not 

want this opening to be used by anyone from LAN 2 to exploit the LAN 1 network. One 

can either configure the filtering rules on the LAN 1 or LAN 2 interface of the filtering 

device to give the same effect.  

On the "TO" column, it is interpreted as a Permit/Deny Initial Request Packet TO 

the selected network.  

For the "FROM" column, it is interpreted as a Permit/Deny Initial Request 

Packet FROM the selected network. 

8. Conditions 

A set of conditions are used to measure the actions carried out by the player. The 

conditions, together with a trigger mechanism, provide positive and negative feedback to 

the player. 

a. AssetToNetworkByFilterType 
Table 6 shows the AssetToNetworkByFilterType condition class that was 

used in Scenario 1. For example, ’JoeAccessHacker’ is a condition that will return with a 
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Boolean (‘TRUE’ or ‘FALSE’) value that indicates whether the asset Technical Manual 

can be accessed from network LAN 1 using the Database application service.  

Condition Name Asset Network Application Service 

JoeAccessHacker Technical Manual LAN 1 Database 

JeanAccessJoe Firebird LAN 2 Database 

Table 6 Scenario 1 AssetToNetworkByFilterType 
 

b. AssetToNetworkFilterCount 
Table 7 shows a set of AssetToNetworkFilterCount condition class that 

was used in Scenario 1.  For example, ’BlockServices_From’ is a condition that returns 

‘TRUE’ when more than one application service type can access the Technical Manual 

asset from network LAN 1.  

Condition Name Count Asset Network 

BlockServices_To 0 Firebird LAN 2 

BlockServices_From 1 Technical Manual LAN 1 

Table 7 Scenario 1 AssetToNetworkFilterCount 
 
9. Trigger Mechanisms 
In the scenario, TickerTrigger, SpeakTrigger, WinTrigger and CashTrigger 

triggers are used to improve dialogue with the player. The trigger mechanism is activated 

when a set of conditions is met as described in the Tables 8, 9, 10 and 11.  

a. TickerTrigger 
Table 8 shows a list of TicketTrigger that are used in the Scenario 1.  

Trigger Name Triggered Conditions and Messages 

MsgTickerHackerAccessJoe Jean is able to access Project Firebird. 

It is usual that Jean is downloading large files from LAN 
1. 

MsgTickerExcessOpening More than zero application services are allowed to LAN 
1. 

There are unnecessary applications services allowed TO 
the LAN 1. 
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Trigger Name Triggered Conditions and Messages 

MsgTickerJoeAccessHacker All user goals and objectives are met.  

Great! You have successfully protected the Project 
Firebird using the filtering rule. 

JoeNoAccessTechManual Joe is unable to access Technical Manual. 

Joe can’t access Technical Manual. 

TightenSecurityTicker_From Joe is able to access Technical Manual and there are 
other application services not blocked. 

Is Filter Database application service “FROM” not 
properly configured? 

TightenSecurityTicker_To Joe is able to access Technical Manual and Jean is able 
to access the Project Firebird. 

Is Filter Database application service “TO” not 
properly configured? 

Table 8 Scenario 1 TickerTrigger 
 

b. SpeakTrigger 
These triggers served as a form of feedback to the players, as described in 

Table 9. 

Trigger Name Triggered Conditions and Messages 

HackerClaim Jean is able to access the Project Firebird. 

Joe PC has so much information. Seems to worth a lot of 
money.  

ThoughtTriggerJoe Jean is able to access the Project Firebird. 

Why is my computer so slow? It seems that someone is 
accessing my computer. 

Table 9 Scenario 1 SpeakerTrigger 
 

c. WinTrigger 
Table 10 describes the debrief messages for Scenario 1 when the player 

has successfully won the game. 

Trigger Name Triggered Conditions and Messages 

ScenarioCompleted All objectives are met. All unused application services are 
denied and Joe is able to access the asset Technical 
Manual. 

Great! By now you should have a clear understanding of 
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how the filtering rules work in CyberCIEGE. It is based 
on the concept of stateful packet filtering whereby when a 
filter is configured to permit a traffic request, the filter  
allows traffic that is associated with the permitted  request 
to pass. Ideally, you need to know exactly what services 
you expect from the clients before you can restrict your 
firewall accordingly. 
Table 10 WinTrigger 

 
d. CashTrigger 
Descriptions of CashTrigger triggers that are used in Scenario 1 are 

described in Table 11.  

Trigger Name Triggered Conditions Amount

CashLostJeanAccess Joe Jean is able to access the Project Firebird. - $100 

CashLostJoeGoalFail Joe is unable to access Technical Manual. - $500 

CashLostTooManyServices More than 0 application services can access 
Firebird from LAN 2 or more than 1 
application services can access Technical 
Manual from LAN 1. 

- $1000 

CashIncrease All objectives are met. + $100 
Table 11 Scenario 1 CashTrigger 

 
10. Objective and Phases 
In this scenario, there is only one objective and one phase. The objective of the 

phase is to educate the player to be able to interpret the filter configuration table and 

understand how it should be configured. The game is only completed when the player 

correctly sets the filtering rules such that the Database application service is able to 

access information in LAN 2 from LAN 1 and all application services are denied from 

LAN 2 to LAN 1. If the objective is not met, cash will be deducted according to the 

severity of the outcome affected by the filtering rules by CashTrigger. Details of the 

phase and objective are described in Table 12 and Table 13. 

Field Name Description 

Phase Name Phase0 

Display Name Understand filter rules 

Completed Text Done. 

Uncompleted Text Setup the filter rules such that Joe can access the Technical Manual 
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using the Database application service and only Joe can access the 
Project Firebird. 

Table 12 Scenario 1 Phase 0 Detail 
 

Field Name Description 

Objective Name FilterObj0 

Phase 0 

Uncompleted Text You can focus on the Database application service and any one  
Firewall interface, e.g. LAN1. Each time you make changes to the 
rules that affect the Database application service, go to the USER 
tab and observe whether you have successfully accomplished the 
goal for each user. 
Table 13 Scenario 1 Objective Detail 

 

C. SCENARIO 2: IP SPOOFING AND APPLICATION SERVICES 
In the second scenario, the complexity of filtering is extended to handle a network 

connection to the Internet. The main focus of this scenario is to introduce the IP spoofing 

issue and what to do with any unused application services when connecting to the 

Internet.  

As discussed in Chapter III, players should always deny any traffic from the 

Internet when the “from address” corresponds to an IP address in the internal network. 

The same principles apply to block anyone from the internal network from spoofing an 

external network intentionally or otherwise. The player will also learn to take a proactive 

approach by blocking all application services from the Internet. Any request for services 

should be reviewed by the administrator and approved by management.   

1. Storyboard 
In Scenario 2, the introduction is described as follows: 

Great Car Automobile has expanded their enterprise. A production plant was 

setup away from headquarters office. In the production plant, there is an internal 

network which is connected to the Internet for its employees to surf the web. In the 

headquarters office, both the Engineering and Financial departments require Internet 

access. The engineers need the Internet to do their research studies. The accountants in 

the Financial department need the Internet to monitor currency trading. However, the 
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management of Great Car Automobile is concerned about leakage of their trade secret 

Project Firebird information and accounts records. Any compromise of these assets 

could result in the company losing a great deal of money as well as tarnishing its 

reputation.  

Since management knows that the Internet is necessary for their business, they 

have instructed the IT administrator to look into this matter. The management has 

emphasized that they will not purchase any new network equipment. The IT administrator 

has to use the existing equipment such as the firewall device to protect the company’s 

assets and allow connectivity to the Internet. 

2. Asset 
‘Project Firebird’, ‘Account Book’ and ‘WebAsset’ are the three information 

assets introduced in this scenario. Project Firebird in this scenario is the same as the asset 

that is described in Scenario 1. It is reused in this scenario. Brief descriptions of the 

’Account Book’ and ’WebAsset‘ are described as follows in Table 14:   

Asset Name Secrecy Level Description 

WebAsset Unclassified This information can be accessed by 
anyone in the organization and the public 
on the Internet.  

Account Book Secret It resides in the headquarter office. It 
contains sensitive information such as the 
company’s financial situation and detailed 
information about its financial 
transactions. It should not be accessible to 
any unauthorized personnel. 

Table 14 Scenario 2 Assets 
 
3. Goal 
Two goals were defined in Scenario 2 as shown in Table 15. 

Asset Goal Name Description 

Web Goal The goal is to access the asset ‘WebAsset’ using Web Server 
software. 

Firebird Goal The goal is to access the asset ‘Project Firebird’ using 
Database application service. 
Table 15 Scenario 2 Goals 
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4. Physical Components and Networks 
Three workstations, one server, three internal networks, one Internet and two 

firewalls are used in the scenario.  

In the headquarters office, there are two internal networks, LAN 1 and LAN 2, 

which are connected to a firewall, named CoFilter. There is one workstation in each of 

the networks and both networks are connected using the firewall. Each workstation is 

assigned to one user and an asset is instantiated upon the start of the game.  In the game, 

Joe’s workstation/PC resides on LAN 1 and Mary’s workstation/PC resides on LAN 2. 

The headquarters office is not connected to the Internet. See Figure 13. 

 
Figure 13 Scenario 2 Headquarter Topology 

 

At the remote site, a production plant, a simple network with Internet connectivity 

is established as shown in Figure 14. A Web Server and Henry’s PC are connected on 

LAN 3 and an asset named WebAsset is instantiated on Web Server when the game 

starts. 
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Figure 14 Scenario 2 Remote Production Plant 

 

5. Users 
Joe has the same role as in Scenario 1. The descriptions of the users, as seen in the 

scenario, are given below. 

Joe’s asset goals are ‘Web Goal’ and ‘Firebird Goal’. Joe has to access the 

Internet to do his research for the Project Firebird. Joe requires Internet research to 

generate a list of material for the project.  

Mary is an accountant who works in the Finance department. She has been 

working for the company for fifteen years and has been very loyal. She has a secrecy 

level of Secret. She is in charge of important information namely the Account Book. Her 

asset goals are ‘Web Goal’ and ‘Firebird Goal’. She needs to access the Internet to 

compute expenses and monitor the budget for Project Firebird. On top of that, she has to 

access Project Firebird and the Internet to generate a list of raw materials for Project 

Firebird. The list of materials may then be used for an on-line reverse auction on the 

Internet.  

Henry joined the company less than two months ago and he is under probation. 

He is recruited as a production worker in the remote production plant. His asset goal is 

‘Web Goal’. Although there are many production orders to be carried out, Henry seems 

to have plenty of time to surf the web. Henry has downloaded free hacking kits from the 
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web. He is trying out his new found toys on company computers. Henry happens to know 

one of the internal IP addresses of the headquarter office.  

6. Filter 
The filtering configuration on the two firewalls that are installed at the 

headquarters office and production plant, are reset to their defaults. By default, no 

application services are blocked. 

7. Full Briefing 

When the Internet has been connected to the internal network at the headquarters 

office, a regular analysis on the firewall log is carried out weekly. From the analysis 

report, it seems that there is traffic from the Internet, using an internal IP address as a 

source IP address.  

A port scan is carried out from the headquarters office and the report shows that 

there are many application services that can be exploited. 

Firewalls filter traffic based on their protocol, sending or receiving port and IP 

addresses or values of some status bits in the packet. Regardless of the types of filter 

being used, it is essential to block any incoming traffic that has an IP address that 

matches one’s internal network addresses.  

A rule of thumb is to deny all traffic/application services unless they are 

specifically requested. Remember that any application services that one leaves open, 

which is not used can potentially benefit hackers, viruses and worms.  

8. Conditions 
A set of conditions are used to measure the actions carried out by the player. The 

conditions are used with trigger mechanisms to provide positive and negative feedback to 

the players.  

In this scenario, at the network LAN 1, the Web Server application service is 

allowed to access the WebAsset. At the network LAN 2, the Web Server application 

service is allowed to access WebAsset and the Database application service is allowed to 

access Project Firebird. The following conditions as shown in Table 16 and Table 17 are 

implemented to measure the player’s performance in the game.  
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a. AssetToNetworkByFilterCount 
For example, ’FW2PortFromOpen’ is a condition that returns ‘TRUE’ 

when more than two application service types can access the Project Firebird asset 

from the Internet.  

Condition Name Count Asset Network 

FW2PortFromOpen 2 Project Firebird Internet 

FWOpenPortFromInternetToLan1 0 Project Firebird Internet 

FWOpenPortFromLan2ToInternet 1 WebAsset LAN2 

FWOpenPortFromLan1ToInternet 1 WebAsset LAN1 

FWOpenPortFromLan1ToLan2 0 Account Book LAN 2 

FWOpenPortFromLan2ToLan1 1 Project Firebird LAN 2 

FWOpenPortFromInternetToLan2 0 Account Book Internet 

Table 16 Scenario 2 AssetToNetworkByFilterCount 
 

b. AssetToNetworkByFilterType 
For example, ’JoeAccessFinancialAccount’ is a condition that will return 

with a Boolean (‘TRUE’ or ‘FALSE’) value that indicates whether the asset Account 

Book can be accessed from network LAN 1 using the Database application service.  

Condition Name Asset Network Application Service 

JoeAccessFinancialAccount Account Book LAN 1 Database 

JoeAccessInternet WebAsset LAN 1 Web Server 

MaryAccessProjectFirebird Project Firebird LAN 2 Database 

MaryAccessInternet WebAsset LAN 2 Web Server 

HenryAccessProjectFirebird Project Firebird Internet Internal IP Address 

HenryAccessFinancialAccount Account Book Internet Internal IP Address 

Table 17 Scenario 2 AssetToNetoworkByFilterType  
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9. Trigger Mechanisms 
The trigger mechanisms are implemented to provide feedback to the player that 

there are necessary actions to be carried out before an attack occurs. Tables 18 through 

Table 23 provide the descriptions of the trigger mechanisms implemented in this 

scenario. 

 

 

Trigger Name 

Triggered Conditions and Messages 

SpeakerTriggerJoe0 Joe is unable to access the WebAsset in Phase 0. 

Is there a problem with the Internet? 

SpeakerTriggerMary0 Mary is unable to access the WebAsset in Phase 0. 

Why can’t I access the Internet? 

SpoofingJoeHost Henry is able to use Internal IP address application services to 
access the assets on Project Firebird or Account Book in 
Phase 1. 

Why is my system so slow? Why am I getting these funny 
messages? 

SpoofingMaryHost There is ongoing IP spoofing. 

Why is my system so slow? 

SpeakerTriggerMary2 Mary is unable to access the Project Firebird in Phase 2.  

I need to access Project Firebird. 
Table 18 Scenario 2 SpeakerTrigger 

 

Trigger Name Triggered Conditions and Messages 

SetPhase0Completed Joe and Mary are able to access the WebAsset in Phase 1. 

Great. Joe and Mary are happy to have Internet access again. 
See Next Objective. 

SetPhase1Completed Henry is unable to access Project Firebird and Account Book 
and both Joe and Mary are able to access WebAsset in Phase 
1.  

You have successfully prevented anyone from the Internet to 
spoof your internal network. 
Table 19 Scenario 2 SetPhase 
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Trigger Name Triggered Conditions and Messages 

InternalLanExploitation The filtering rules are incorrect. 

Filter Rules between LAN 1 and LAN 2 are incorrect. 

TickerMsgIPSpoofing Henry is able to access Project Firebird asset and Account 
Book in Phase 1. 

Firewall log review shows that there are internal IP spoofing 
incidents. 

Table 20 Scenario 2 TickerTrigger 
 

Trigger Name Triggered Conditions and Messages 

AccessInternetP1 Joe and Mary are unable to access the WebAsset in Phase 1. 

Joe and Mary still need Internet access. 
Table 21 Scenario 2 MessageTrigger 

 

Trigger Name Triggered Conditions and Messages 

WinGame All user goals and objectives are met. 

You have successfully completed Scenario 2. Go to Scenario 3 
for more challenges. 

Table 22 Scenario 2 WinTrigger 
 

Trigger Name Triggered Conditions and Messages Amount

P0CashLost Jean or Joe or Both is unable to access the 
Internet in Phase 0. 

- $100 

P0CashWin Both Jean and Joe can access the Internet in 
Phase 0. 

+$100 

P1CashLost Project Firebird and Technical Manual is 
accessed by someone from the Internet 

- $2000 

P2CashLostNoInternetAccess Joe or Mary or Both has no Internet Access in 
Phase 2. 

Joe and Mary still need Internet access. 

-$250 

P2CashLostTooManyServices Excessive application services available to 
employees and public. 

Exploitation of application services. 

-$1000 

Table 23 Scenario 2 CashTrigger 

 



57 

 

10. Objectives and Phases 
In this scenario, there are three objectives and three phases. In Phase 0 (Internet 

Access), the objective is to allow both Mary and Joe to have Internet access.  

Joe requires Internet access to do his web research. Mary needs to have on-line 

web access to get details on currency exchange rates, reverse auctions and e-banking.  

Top management has given their approval that both Joe and Mary shall be given 

access to the Internet. It is required that this request be attended to. 

In Phase 1 (IP Spoofing), the objective is to ensure that the filter is setup to block 

any traffic from the Internet that is using any of the IP address of its internal network.  

Complaints have been received from staff in the company claiming that the 

network is very slow and unstable. The firewall logs have been analyzed and there is  a 

lot of traffic coming from the Internet pretending to be one of the internal network 

addresses. 

One can setup a "Spoofing filter" on the firewall - Don't allow traffic from the 

Internet that indicates a source IP address matching any of the internal network 

addresses. This keeps attackers from "Spoofing" the machines. 

In Phase 2 (Port Scanning), the objective is to ensure that the filter is setup to 

allow Mary access to both the Internet and Project Firebird information and Joe is able to 

access the Internet. Remaining application services that are not specifically permitted 

should be denied.  

Recently, a port scan security check was conducted on the network. The test 

results show that there are risks that the network might be exposed to due to unnecessary 

application services. If the services are not necessary, they should be shut down or 

blocked. 

The general rule of thumb is to deny access to everything except for common 

services such as web servers, e-mail, etc and then allow other types of traffic to pass 

through upon request. The basic idea is to start with a restrictive policy then expand the 

list of permitted services as needed.  
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 Rule 1) Allow Joe to have Internet access using the  Web Server.  

 Rule 2) Allow Mary to have Internet access using the Web Server.  

Rule 3) Allow Mary to access the information of Project Fireball and to compile 

the project budget by using the Database application. 

Upon completion of the three phases, the player is said to have successfully 

completed Scenario 2. 

 

D. SCENARIO 3: DEMILITARIZED ZONE (DMZ) 
In the third scenario, the level of difficulty of the game has been increased. This is 

done by increasing the number of servers and networks. However, the basic 

understanding of packet filtering still applies. With an increase in complexity of the 

network topology, now the focus of the game is to address the IP spoofing, deny any 

unused application services when connecting to the Internet, and placement of any public 

servers in a DMZ.  

1. Storyboard 
The following is the introductory message of scenario 3: 

Great Car Automobile has expanded its business. They decided to have their own 

web server as well as FTP download and upload area. The public is allowed to access 

the company web pages and FTP download and upload area while the remaining assets 

such as Project Firebird and Financial Accounts information should remain properly 

secured. The employees are also allowed to access the company Web Server and FTP 

server.   

Company management has reviewed the previous proposed solution to protect the 

internal network. They have given the “green light” to proceed to implement a DMZ 

solution. The current topology needs to be studied and the amount of change needs to be 

minimized so as to reduce the impact of disruption on the employees.    

2. Asset 
‘Public FTP Data’, ‘Public Web Pages Data’, ‘Group Ware Data’, ‘IntraNet 

Data’, ‘Firebird Data’, ‘Financial Account Data’ and ‘RemoteWebAsset’ are the 

information assets introduced in this scenario. Firebird Data and Financial Account Data 
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are the same assets as described in Scenario 2. They are reused in this scenario. Public 

FTP Data, Public Web Pages Data, Group Ware Data and IntraNet Data are described in 

Table 24 as follows:   

 

Asset Name Secrecy 
Level 

Description 

RemoteWebAsset Unclassified This information can be accessed by anyone in the 
organization and by the public from the Internet. It 
resides on the Remote Web Server at the Production 
Plant. This can be accessed by using the Web Server 
application service. 

Public FTP Data Unclassified Information uploaded or downloaded by public 
users and employees. This information resides on 
‘Public FTP Server’ which can be accessed via the 
FTP application service. 

Public Web 
Pages Data 

Unclassified Information published by the company creates 
interaction with Internet users and establishes e-
commerce business. This information is stored on 
the ‘Public Web Server’, which can be accessed 
using the Web Server application service. 

Group Ware Data Confidential Tools and software applications help 
communication and information sharing and 
promote collaboration among staff and colleagues 
by allowing users access to their email, plans and 
share documents. This information should only be 
accessible by employees of the company. It resides 
on ‘Private GroupWare Server’ and is only 
accessible by using the Database application 
service. 

IntraNet Data Confidential This information could include data from 
manufacturing, payroll, human resources, research 
and development, marketing, and engineering. This 
data is critical to business operations. Thus, this 
information should only be accessible to employees. 
They are stored in ‘Private IntraNet Server’ and can 
be accessed via Management application service. 

Table 24 Scenario 3 Assets Details  
 

3. Goal 
Five goals were defined in Scenario 3 as shown in Table 25. 
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Asset Goal Name Description 

Internet Goal The goal is to access the asset ‘WebAsset’ using the Web 
Server application. Internet access is needed for research, 
foreign currency exchange rates and on-line auction. 

FTP Goal This goal is to access the FTP uploading and downloading 
data area. This area contains information required by the 
employees and the public. 

Company Web Pages 
Goal 

This goal is to access the Company’s publicity web pages and 
conduct e-business. 

IntraNet Goal This goal is to access IntraNet Data which are sensitive. It is 
restricted to its internal employees. 

GroupWare Goal This goal is to access the GroupWare Data which allows 
communication services to be available. It should not be 
accessed by outsiders. 
Table 25 Scenario 3 Goals 

 

4. Physical Component and Network 
Two workstations, five servers, three internal networks, one Internet and three 

firewalls are used in Scenario 3. In this scenario, the ‘Public Web Server’ and ‘Public 

FTP Server’ are not connected to the internal network as shown in Figure 15. LAN 1, 

LAN 2, ‘Private IntraNet Server’, ‘Private GroupWare Server’ and Mary’s and Joe’s 

workstations are setup as static so that conditions and triggers can be used to measure the 

effectiveness of the player throughout the game. The setup of the production plant is 

static as shown in Figure 16. 



61 

 
Figure 15 Scenario 3 Initial Headquarter Office Setup  

 

 
Figure 16 Scenario 3 Production Plant 

 

5. Users 
In Scenario 3, there are two users namely Joe and Mary. They play the same role 

as in Scenario 2. Both Joe and Mary have the following multiple asset goals: 

- To have ‘RemoteWebAsset’ reside on the ‘Remote Web Server’ using 

the Web Server application service. 

- To have ‘Public FTP Data’ reside on the ‘FTP server’ using the FTP 

application service. 
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- To have ‘Public Web Pages Data’ reside on the ‘Web Server’ using the 

Web Server application service. 

- To have ‘IntraNet Data’ reside on the ‘IntraNet Server’ using the 

Database application service. 

- To have ‘Group Ware Data’ reside on the ‘GroupWare Server’ using 

the Management application service.  

6. Full Briefing 

With the realization of e-business, public users are able to access the enterprise’s 

public Web Server. The public can also upload and download files to/from the public 

FTP server. However, they should not be allowed to access the company’s private 

servers. Employees of the company are allowed to access both the public servers and 

private servers but they are restricted from using the FTP application services outside 

the Internet. The employees also need to access the remote web pages that are located on 

the remote Web Servers. 

The idea of a DMZ is a small network implemented in the neutral zone between 

the company's private network and the public network. It prevents outside/public users 

from getting direct access to a server or workstation that has valuable company data. 

Public users outside the company’s network can access only the devices in the DMZ. 

Typically, a DMZ may allow the company's web servers to be of service to the outside 

world but accessibility by the public to the company private data is restricted. In the 

event of any host compromise in the DMZ, such as the compromise of information on the 

web servers, no other company information will be vulnerable. 

7. Conditions 
The Project Firebird and the Financial Account Data reside on LAN 1. Two 

application services (FTP and Web Server) can be used to access the assets on the private 

servers from the Internet. One application service (Web Server) is allowed to access the 

RemoteWebAsset from LAN 1. Two application services (FTP and Web Server) are 

allowed to access the private servers from LAN 1.  The conditions are shown in Table 26 

and Table 27. 
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a. AssetToNetworkByFilterCount 
An example from Table 26 is ’FW1OpenPortTo’, which is a condition that 

returns ‘TRUE’ when more than one application service type can access the Public Web 

Pages Data asset from network Internet.  

Condition Name Count Asset Network 

FW1OpenPortTo 1 Public Web Pages 
Data 

Internet 

FW1OpenPortFrom 2 Public FTP Data Internet 
Table 26 Scenario 3 AssetToNetworkByFilterCount 

 
b. AssetToNetworkByFilterType 
An example from Table 27 is ’JoeAccessRemoteWebAsset’, which is a 

condition that will return with a Boolean (‘TRUE’ or ‘FALSE’) value that indicates 

whether the asset RemoteWebAsset can be accessed from network LAN 1 using the 

Web Server application service.  

Condition Name Asset Network Application 
Service 

JoeAccessRemoteWebAsset RemoteWeb
Asset 

LAN 1 Web Server 

MaryAccessRemoteWebAsset RemoteWeb
Asset  

LAN 1 Web Server 

SpoofInternalIP Firebird Data Internet Internal IP 
address 

ReachPublicFTP_Server Public FTP 
Data 

Internet FTP 

ReachPublicWeb_Server Public Web 
Pages Data 

Internet Web Server 

EmployeeAccessPublicWeb_Server Public Web 
Pages Data 

LAN 1 Web Server 

EmployeeAccessPublicFTP_Server Public Web 
Pages Data 

LAN 1 FTP 

ReachPrivateGroupWare_Server Group Ware 
Data 

Internet Web Server 

ReachPrivateIntraNet_Server Group Ware 
Data 

Internet Web Server 
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Condition Name Asset Network Application 
Service 

StealPrivateIntraNet_Server_WebServer IntraNet Data Internet Web Server 

StealPrivateIntraNet_Server_FTP IntraNet Data Internet FTP 

StealPrivateGroupWare_Server_FTP Group Ware 
Data 

Internet Web Server 

StealPrivateGroupWare_Server_WebServer Group Ware 
Data 

Internet Web Server 

StealPrivateServerData_ByFTP IntraNet Data Internet FTP 

StealPrivateServerData_ByWebServer IntraNet Data Internet Web Server 
Table 27 Scenario 3 AssetToNetworkByFilterType 

 

8. Trigger 
Tables 28 to Table 33 show listings of different classes of triggers that are 

implemented in Scenario 3. 

Trigger Name Triggered Conditions and Messages 

Joe_NoInternet Joe is unable to access the WebAsset in Phase 0.  

What’s wrong with the Internet? I can’t do my Internet 
Research! 

Mary_NoInternet Mary is unable to access the WebAsset in Phase 0. 

Why can’t I access the Internet? 
Table 28 Scenario 3 SpeakTrigger 

 

Trigger Name Triggered Conditions and Messages 

SetPhase0Completed Employees are able to access the Internet and Public 
Servers in Phase 0.  

Well Done! Joe and Mary are able to access the 
Internet and Public Servers. See the Next Objective. 

SetPhase1Completed No Internal IP spoofing and employees are able to 
access Internet and public servers in Phase 1. 

Great! It is important to block any traffic that spoof 
your internal network. 

Table 29 Scenario 3 SetPhase 
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Trigger Name Triggered Conditions and Messages 

Both_NoInternet Employees cannot access the WebAsset in Phase 0.  

Both Joe and Mary are upset, they can’t access the 
Internet. 

Both_NoPublicServer Employees cannot access assets on public servers in 
Phase 0. 

Employees can’t access the public servers. 

Both_NoFTPServer Employees cannot access FTP server in Phase 0. 
Employees can’t access the Public FTP Server. 

Both_NoPublicWebServer Employees cannot access the ‘Public Web Server’ in 
Phase 0.  

Employees can’t access the Public Web Server. 

InternalIPSpoof Someone is spoofing the Internal IP address from the 
Internet in Phase 1. 

Is your network vulnerable to internal IP spoofing? 

FW1CheckFrom Too many application services are open to the 
Internet in Phase 1. 

Are there too many application services available to 
public? 

No_Internet Joe and Mary cannot access the Internet in Phase 1. 

Joe and Mary can’t access the Internet 

No_PublicServer Public servers cannot be accessed by the public in 
Phase 1. 

Public Servers are not available to the public. 

FW1CheckTo Too many application services are available for 
employees in Phase 1.  

Joe is exporting other application services to the 
Internet. 

EmployeeNoPublicWebServer Employees cannot access public web servers in Phase 
2. 

Joe and Mary need to access the Public Web Server. 

EmployeeNoPublicServer Employees have no access to public servers in Phase 
2. 

Joe and Mary cannot access the public servers. 

EmployeeNoPublicFTPServer Employees cannot access Public FTP Server in Phase 
2. 
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Trigger Name Triggered Conditions and Messages 

Joe and Mary need access to the Public FTP Server. 

GetIntraNetData Someone from the Internet is accessing the IntraNet 
Data in Phase 2. 

IntraNet server is vulnerable to attacks. 

GetPrivateServerData Someone from the Internet is accessing both the 
IntraNet Data and the Group Ware Data in Phase 2. 

Malicious application services have sneaked onto the 
private servers and have destroyed information. 
Information on the servers has to be reinstalled.  

GetGroupWareData Employees cannot access the Group Ware Data in 
Phase 2. 

Joe and Mary have missed their deadline for 
proposal submission because they cannot access the 
GroupWare server. 

Table 30 Scenario 3 TickerMessage 
 

Trigger Name Triggered Conditions and Messages 

AccessInternetP1 Joe and Mary are unable to access the WebAsset in 
Phase 1. 

Table 31 Scenario 3 MessageTrigger 
 

Trigger Name Triggered Conditions and Messages 

WinGame All user goals and objectives are met in Phase 2. No 
Internal IP spoofing, Employees have access to the 
Internet, private and public servers, and any unused 
application services are denied to employees and for 
public exploitation.  

You have completed the Filter Campaign 
Table 32 Scenario 3 WinTrigger 

 

Trigger Name Triggered Conditions and Messages Amount

LostCost Employee unable to access Remote WebAsset 
or data on public servers. 

- $100 

FW_To_ManyOpenServices Too many unnecessary application services 
available. 

- $500 

LostAttackPrivateServer Public can access private servers. 

Private servers being attacked. 

- $2500 
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Trigger Name Triggered Conditions and Messages Amount

LostCostIPSpoof IP Spoofing on the internal network - $1000 
Table 33 Scenario 3 CashTrigger 

 

9. Objective and Phase 
In this scenario, there are three phases. In Phase 0 (Internet Access), the phase and 

objective are similar to the one in Scenario 2 except that the network topology is different 

as there are more servers and an additional firewall in the internal network. The objective 

is to allow both Mary and Joe to have Internet access and have access to the data on the 

public servers.  

Joe requires Internet access to do his web research. Mary needs to have on-line 

web access to get details on currency exchange rates, reverse auctions and e-banking. 

Both Joe and Mary are required to access the public servers as well. 

Top management has given their approval that both Joe and Mary shall be given 

access to the Internet. It is  required that this request be attended to. 

For Phase 1 (IP Spoofing and Port Scanning), the objective is to ensure that the 

filters are setup to block any traffic from the Internet that is using any of the IP addresses 

of its internal network. Public users should be able to access the public servers, namely 

Public Web Server with the Web Service application, and Public FTP Server with the 

FTP application. Employees are not allowed to use FTP application services to the 

Internet. 

Port scanning was conducted regularly on the network. From the scanning 

results, there are many application services that can be exploited either by employees or 

malicious outsiders. The log files of the firewalls indicate that traffic from the Internet is 

spoofing the Internal IP address. 

One can setup a "Spoofing filter" on the firewall that will deny traffic from the 

Internet when the source IP address matches any of your internal network addresses. If 

the associated application ports are not used, they should be shut them down or blocked. 

The public should only be permitted to access the public servers only. 
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In Phase 2 (DMZ), the objective is to ensure that the filters are setup to allow 

Mary and Joe to achieve their user goals. Public users from the Internet must be able to 

access the assets of Public Web Pages Data and FTP Data. Employees are not permitted 

to use FTP application services to access the Internet. To achieve the objectives of Phase 

2, the network topology needs to be changed. A DMZ topology is a possible solution.   

Access to public servers is required by both employees and the public. The private 

servers must not be accessed by the public. The employees need to access the Internet in 

order to carry out their work. 

Rule 1) The public users and company employees are allowed to access the web 

pages and FTP data on the DMZ.  

Rule 2) Employees are allowed to download information from the public FTP 

server.  

Rule 3) Joe and Mary need to have Internet access.  

Rule 4) All unused application services should not be left enabled so as to prevent 

exploitation by employees and the public. 

 

E. SUMMARY  
This chapter has provided a description of three scenarios on network filters. The 

users, assets, components, network topology, users’ goals, conditions and trigger 

mechanisms that are used to implement each scenario are introduced. A brief introduction 

to each scenario is also presented.  In the next chapter, test strategies and test cases will 

be described. It will also include the expected and actual test results. 
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V. TESTING 

A. TEST STRATEGY 
The goal of testing is to ensure that all three scenarios provide players with the 

appropriate feedback. The feedback provided to the players will include situations when 

the “correct” choices were made and also when mistakes were made. Testing for all the 

three scenarios is primarily to ensure that the player-visible triggered messages appear 

under selected conditions.  

1. Test Development 
Tests were developed in two stages. The first series of tests were done informally 

in support of scenario development. A second set of simple test cases with expected 

outcomes were developed during the implementation of the scenario. These test cases are 

unlikely to have covered all the possible aspects of the game. The second series of tests 

were more detailed. The test cases only considered what were thought to be the most 

likely moves the players would make, including mistakes. 

This chapter describes the detailed testing that was performed on each phase.  

2. Networks and Filters Rules 
In the scenarios of this thesis, the player has two tasks: the first is to modify the 

network topologies, and the second is to set up the filtering rules. Therefore, the test cases 

were developed based on different network topologies and filtering rules as inputs to the 

games.  

B. SCENARIO 1 TESTING 
In the first scenario, the network topologies are static which means that LAN 1 

and LAN 2 cannot be changed by the player. Therefore, the element of network topology 

variation can be ignored. The test was based on the different combination of filter rules. 

Table 1 is the legend used in the test cases in Scenario 1. 

Symbol Description 
[     ] Permit 
[ X ] Deny 
[ D ] Don’t Care 
T1 Ticker message: “Great! You have successfully protected the Project 

Firebird using the filtering rule”. 
T2 Ticker message: “It is unusual that Jean is downloading large file sizes from 
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Symbol Description 
LAN 1”. 

T3 Ticker message: “Joe can’t access Technical Manual”. 

 

LAN 1 

 

LAN 2 

Table 34 Scenario 1 Legend 

 

1. Scenario 1 Overview 
The objective of this scenario is to ensure that the asset ‘Technical Manual’, 

which resides on Jean’s PC, can be accessed by Joe from LAN 1 using the Database 

application service only. Therefore, tight filter rules on ‘CoFilter’ should only allow the 

Database application service request from LAN 1 to LAN 2. Any unnecessary application 

services that are available are considered to be a failure in setting the filter rules. Figure 

17 shows the static network topology of Scenario 1.   

 
Figure 17 Scenario 1 Network Topology 

 
2. Scenario 1: Test Case 1 
All application service requests are denied FROM and/or TO LAN 1 except for 

Database. Database application service requests are not allowed to LAN 1 and they can 

be sent from LAN 1 as shown in Table 35.  

When this objective is achieved, a ticker message shall display “Great! You have 

successfully protected the Project Firebird using the filtering rule” and the player has 

successfully completed Scenario 1. 
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Network LAN 1 LAN 2 

Application Service To From To From 

1 Web Server [ X ] [ X ] [ D ] [ D ] 

2 eMail Server [ X ] [ X ] [ D ] [ D ] 

3 Telnet [ X ] [ X ] [ D ] [ D ] 

4 FTP [ X ] [ X ] [ D ] [ D ] 

5 SSH [ X ] [ X ] [ D ] [ D ] 

6 Database [ X ] [     ] [     ] [ D ] 

7 Defense Rat [ X ] [ X ] [ D ] [ D ] 

8 Defense 4T [ X ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ X ] [ D ] [ D ] 

10 Reporting [ X ] [ X ] [ D ] [ D ] 

11 Management [ X ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 35 Scenario 1 Test Case 1 
 
3. Scenario 1: Test Case 2 
In this test case, the filtering rules can be configured on LAN 2 of the firewall. On 

LAN 2, all application services except the Database application service requests should 

not be allowed from LAN 2, and the Database application service request is allowed to 

LAN 1 as shown in Table 36. 

Similarly, as in Test Case 1, a ticker message would display “Great! You have 

successfully protected the Project Firebird using the filtering rule” when the objective is 

met. 
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Network LAN 1 LAN 2 

Application Service To From To From 

1 Web Server [ D ] [ D  ] [ X ] [ X ] 

2 eMail Server [ D ] [  D ] [ X ] [ X ] 

3 Telnet [ D ] [ D ] [ X ] [ X ] 

4 FTP [ D ] [ D ] [ X ] [ X ] 

5 SSH [ D ] [ D ] [ X ] [ X ] 

6 Database [ D ] [     ] [    ] [ X ] 

7 Defense Rat [ D ] [ D ] [ X ] [ X ] 

8 Defense 4T [ D ] [ D ] [ X ] [ X ] 

9 VPN Gateway [ D ] [ D ] [ X ] [ X ] 

10 Reporting [ D ] [ D ] [ X ] [ X ] 

11 Management [ D ] [ D ] [ X ] [ X ] 

12 Internal IP Addresses [ D ] [ D ] [ X ] [ X ] 

Table 36 Scenario 1 Test Case 2 
 
4. Scenario 1: Test Case 3 
Test Case 3 provides an exhaustive test on the wrong setting of Database 

application service on LAN 1 and LAN 2 of the firewall interface. It is assumed that all 

application services except for the Database are configured according to either Table 35 

or Table 36. Table 37 shows the possible feedback messages when a mistake is made on 

the filtering rules of the Database application service: 

Network LAN 1 LAN 2  

Application Service To From To From Message  

(See Legend) 

1 Database [     ] [     ] [    ] [     ] T2 
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Network LAN 1 LAN 2  

Application Service To From To From Message  

(See Legend) 

2 Database [     ] [     ] [ X] [     ] T2 and T3 

3 Database [     ] [     ] [ X ] [ X ] T3 

4 Database [     ] [ X ] [     ] [     ] T2 and T3 

5 Database [     ] [ X ] [     ] [ X ] T3 

6 Database [     ] [ X ] [ X ] [     ] T2 and T3 

7 Database [     ] [ X ] [ X ] [ X ] T3 

8 Database [ X ] [     ] [ X ] [     ] T3 

9 Database [ X ] [     ] [ X ] [ X ] T3 

10 Database [ X ] [ X ] [     ] [     ] T3 

11 Database [ X ] [ X ] [     ] [ X ] T3 

12 Database [ X ] [ X ] [ X ] [     ] T3 

13 Database [ X ] [ X ] [ X ] [ X ] T3 

Table 37 Scenario 1 Test Case 3 
 

C. SCENARIO 2 TESTING 
In Scenario 2, players are required to complete three phases in order to win the 

game. A network topology, as shown in Figure 18, is in place when Scenario 2 is 

launched. The players are required to change the network topologies and set the filtering 

rules to meet the objectives of the game. Table 38 is the legend used for the test cases in 

Scenario 2.  
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Figure 18 Scenario 2 Network Topology 

 

Symbol Description 
[     ] Permit 
[ X ] Deny 
[ D ] Don’t Care 
T4 Jean Speak Trigger: “Why can’t I access the Internet?” 
T5 Jean Speak Trigger:  “Is there a problem with the Internet?” 
T6 Ticker message: “Firewall log review shows that there are internal IP 

spoofing incidents.” 
T7 Mary Speak Trigger: “Why is my system slow?” 
T8 Joe Speak Trigger: “Why is my system so slow? Why am I getting these 

funny messages?” 

 

Internet 

 

LAN 1 

 

LAN 2 

 

LAN 3 

Table 38 Scenario 2 Legend  
 
1. Overview of Scenario 2 
In this scenario, there are three assets, namely ‘Remote WebAsset’, ‘Project 

Firebird’ and ‘Account Book’, which reside on RemoteWebServer, JoePC and MaryPC 
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respectively. Remote WebAsset can be accessed using the Web Server. Both Project 

Firebird and Account Book can be accessed through the Database service.   

2. Phase 0 
In this phase, the objective is to provide the Internet connection such that Joe and 

Mary are able to access the Remote WebAsset which resides on the remote site. This 

objective can be achieved by adding a network. However, there are two network 

topologies and several filtering rule variations that can fulfill this phase. Any one of the 

two network topology solutions should allow the players to proceed to Phase 1. 

a. Phase 0: Test Case 4 
Test Case 4 is to verify that when an Internet connection is established, as 

shown in Figure 19, and correct filtering rules are instituted for the Web Server 

application of Firewall 1 as shown in Table 39, the game should proceed to Phase 1. 

“Great. Joe and Mary are happy to have Internet access again. See Next Objective” 

would pop up to inform the players of the successful completion of Phase 0. The status of 

the other application services in the firewall has no impact on the successful completion 

of Phase 0. 

 
Figure 19 Scenario 2 Perfect Internet Connection 

 

Network Internet LAN 1 LAN 2 

Application Service To From To From To From 

1 Web Server [     ] [  D ] [ D ] [     ] [ D ] [     ] 

Table 39 Scenario 2 Test Case 4 
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b. Phase 0: Test Case 5 
This test case is used to verify that when the filtering rules are on but the 

filters are not properly configured, the game will deny the players from proceeding to 

Phase 1. It is assumed that the network topology in Figure 19 is adopted. Any deviation 

of the filtering rules as shown in Table 39 would deny the players from proceeding to 

Phase 1. Table 40 shows a list of possible feedback when the filtering rules on the Web 

Server are incorrectly setup.  

Network LAN 3 / 

Internet 

LAN 1 LAN 2 

Application 

Service 

To From To From To From Message  

(See Legend) 

1 Web Server [     ] [  D ] [ D ] [     ] [ D ] [ X ] T4 

2 Web Server [     ] [  D ] [ D ] [ X ] [ D ] [     ] T5 

3 Web Server [     ] [  D ] [ D ] [ X ] [ D ] [ X ] T4 and T5 

4 Web Server [ X ] [  D ] [ D ] [     ] [ D ] [     ] T4 and T5 

5 Web Server [ X ] [  D ] [ D ] [     ] [ D ] [ X ] T4 and T5 

6 Web Server [ X ] [  D ] [ D ] [ X ] [ D ] [     ] T4 and T5 

7 Web Server [ X ] [  D ] [ D ] [ X ] [ D ] [ X ] T4 and T5 

Table 40 Test Case 5 
 
3. Phase 1 
The objective of Phase 1 is to deny any traffic from the Internet that is trying to 

spoof the organization’s internal IP network. At the same time, Mary and Joe need to 

continue to access the Internet. 

a. Phase 1: Test Case 6 
This test case is to verify that when the filter is configured to deny any 

traffic from the Internet trying to spoof the internal network IP address, it will allow the 

game to advance to Phase 2. It is assumed that the filtering rule is configured in such a 

manner that Mary and Joe are able to access the Internet as shown in Table 39.  The 
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player will be allowed to proceed to Phase 2 when either of the options in Table 41 is 

used. A pop-up message of “You have successfully prevented anyone from the Internet to 

spoof your internal network” will appear.  

Network Internet/LAN 3 LAN 1 LAN 2 

Application Service To Fro m To From To From 

1 Internal IP Address [     ] [ D ] [ X ] [     ] [ X ] [     ] 

2 Internal IP Address [     ] [ X ] [ D ] [     ] [ D ] [     ] 

Table 41 Test Case 6 
 

b. Phase 1: Test Case 7 
Test Case 7 is used to verify that when the filter rules on Internal IP 

address are incorrectly set, they will not permit the players to proceed to Phase 2. Table 

42 is a list of possible mistakes that players can make in the filtering rules. Different 

mistakes for Internal IP address filtering may result in different feedback.  

Network LAN 3 / Internet LAN 1 LAN 2 

Application Service To From To From To From Feedback 

1 Internal IP Address [ D ] [     ] [     ] [ D ] [     ] [ D ] T6 

2 Internal IP Address [ D ] [     ] [ X ] [ D ] [     ] [ D ] T7 

3 Internal IP Address [ D ] [     ] [     ] [ D ] [ X ] [ D ] T8 

Table 42 Test Case 7 
 
4. Phase 2 
In the final phase of Scenario 2, the requirements for the filtering rules are more 

stringent. The players have to continue to fulfill the two objectives mentioned earlier in 

this scenario and, in addition, have to ensure that unnecessary application services that 

are not required are denied from the Internet as well as from the internal network. This is 

to tighten the network security and keep the network from being exploited by the public 

as well as employees. At the same time, Mary is required to access the asset Project 

Firebird, which resides on Joe’s computer, using the Database application service.  
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a. Phase 2: Test Case 8 
Test Case 8 is used to verify that the filtering rule as shown in Table 43 

will allow the players to win the game of Scenario 2. A win trigger will display the 

message: “You have successfully completed Scenario 2. Go to Scenario 3 for more 

challenges.”  

Network LAN 3/ 
Internet 

LAN 1 LAN 2 

Application Service To Fro m To From To From 

1 Web Server [     ] [ X ] [ X ] [     ] [ X ] [     ] 

2 eMail Server [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

3 Telnet [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

4 FTP [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

5 SSH [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

6 Database [ X ] [ X ] [     ] [ X ] [ X ] [     ] 

7 Defense Rat [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

8 Defense 4T [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

9 VPN Gateway [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

10 Reporting [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

11 Management [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

12 Internal IP Addresses [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

Table 43 Test Case 8 
 

b. Phase 2: Test Case 9 
All application services in the filtering rules are denied as shown in Table 

44. In Test Case 9, several messages are displayed to inform the players that they are 

required to setup the filtering rules for the Web Server and the Database application 

services. “Joe and Mary still need Internet access” and “Filter Rules between LAN 1 and 

LAN 2 are incorrect” are the two warning messages displayed to the players. 
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Network LAN 3/ 
Internet 

LAN 1 LAN 2 

Application Service To Fro m To From To From 

1 Web Server [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

2 eMail Server [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

3 Telnet [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

4 FTP [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

5 SSH [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

6 Database [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

7 Defense Rat [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

8 Defense 4T [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

9 VPN Gateway [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

10 Reporting [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

11 Internal IP Addresses [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

12 Management [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

Table 44 Test Case 9 
 

c. Phase 2: Test Case 10 
Test Case 11 is used to verify that the Web Server can be exploited 

between LAN 1 and LAN 2. A feedback message would display “Filter Rules between 

LAN 1 and LAN 2 are incorrect” when the filter rules on the Web Server and Database 

are set according to Table 45.  

Network LAN 3/ 
Internet 

LAN 1 LAN 2 

Application Service To Fro m To From To From 

1 Web Server [     ] [ X ] [     ] [     ] [     ] [     ] 
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Network LAN 3/ 
Internet 

LAN 1 LAN 2 

Application Service To Fro m To From To From 

2 eMail Server [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

3 Telnet [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

4 FTP [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

5 SSH [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

6 Database [ X ] [ X ] [     ] [ X ] [ X ] [     ] 

7 Defense Rat [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

8 Defense 4T [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

9 VPN Gateway [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

10 Reporting [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

11 Internal IP Addresses [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

12 Management [ X ] [ X ] [ X ] [ X ] [ X ] [ X ] 

Table 45 Test Case 10 
 

D. SCENARIO 3 TESTING 
This scenario is comprised of three phases. The players have to decide which 

network topologies are suitable to manage the access control for the public and private 

servers. Eventually, the requirement in Phase 2 requires the player to set up two filtering 

devices in order to effectively protect the organization’s valuable assets. Scenario 3 starts 

with a network topology as shown in Figure 20. Table 46 shows the legend used in 

Scenario 3. 
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Figure 20 Scenario 3 Initial Network Topology 

 

Symbol Description 
[     ] Permit 
[ X ] Deny 
[ D ] Don’t Care 
T9 Ticker Trigger: “Employees can’t access Public Servers”  
T10 Ticker Trigger: “Employees can’t access Public FTP Server” 
T11 Ticker Trigger: “Employees can’t access Public Web Server” 

T12 Ticker Trigger: “Both Joe and Mary are upset, they can't access Internet.” 

 

Internet 

 

LAN 1 

 

LAN 2 

 

LAN 3 

Table 46 Scenario 3 Legend  

 

1. Scenario 3 Overview 
The seven assets, namely ‘Firebird’, ‘Financial Account’, ‘Private IntraNet Data’, 

‘Private Group Ware Data’, ‘Public FTP Data’, ‘Public Web Data’ and ‘Remote 

WebAsset’ reside in the machine of ‘Joe PC’, ‘Mary PC’, ‘IntraNet Server’, ‘Group Ware 
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Server’, Public FTP Server’, ‘Public Web Server’ and ‘Remote Web Server’, 

respectively. Private IntraNet Data and Private Group Ware Data can be accessed by 

employees using Database and Management application services. Public FTP Data and 

Public Web Data can be accessed using FTP and Web Server applications by employees 

and the public. The ‘Remote WebAsset’ needs to be accessed by the employee using the 

Web Server.  

2. Phase 0 
In Phase 0, both Joe and Mary need to access public servers and the 

Internet. The players can have two options to fulfill the objective of Phase 0 in Test Case 

1 and Test Case 2. These are described below. 

 

a. Phase 0:  Test Case 11 
In Phase 0, either one of the network topologies as shown in Figure 21 or 

Figure 22 can achieve the objective for Phase 0. The filter rules as shown in Table 47 and 

Table 48 applied on Firewall 1 and Firewall 2, respectively, would allow the player to 

proceed to Phase 1. A message pops up to inform the players that they have successfully 

completed Phase 0. The message is “Well Done! Joe and Mary are able to access the 

Internet  and Public Servers. See the Next Objective.”  

 
Figure 21 Using LAN 1 
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Figure 22 Using LAN 2 to create DMZ 

 

Network Internet LAN 1 / LAN 2 

Application Service To Fro m To From 

1 Web Server [     ] [ D ] [ D ] [     ] 

2 FTP [ D ] [ D ] [ D ] [ D ] 

Table 47 Test Case 11a on Firewall 1 
 

Network LAN 1 LAN 2 

Application Service To From To From 

1 Web Server [ D ] [     ] [     ] [ D ] 

2 FTP [ D ] [     ] [     ] [ D ] 

Table 48 Test Case 11b on Firewall 2 
 

b. Phase 0: Test Case 12 
With the network topology as shown in Figure 21 or Figure 22 and the 

setting of filtering rules as shown in Table 47 for Firewall 1, and Table 49 for Firewall 2, 

the players are informed that “Employees can’t access the public servers” and/or “Both 

Joe and Mary are upset, they can’t access the Internet.” 
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Network LAN 1 LAN 2 

Application 

Service 

To From To From 

1 Web Server [ D ] [ X ] [ D ] [ D ] 

2 FTP [ D ] [ X ] [ D ] [ D ] 

Table 49 Test Case 12 on Firewall 2 
 

c. Phase 0:  Test Case 13 
Using the same setup as Scenario 3 Test Case 12, except for the filtering 

rules in Firewall 2, the players receive feedback that indicates the reasons for not being 

able to proceed to Phase 1. The test case conditions are as shown in Table 50 and Table 

51. 

 

Network LAN 1 LAN 2 

Application Service To From To From Message  

(See Legend) 

1 Web Server [ D ] [    ] [ D ] [ D ]  

2 FTP [ D ] [ X] [ D ] [ D ] T10 

Table 50 Test Case 13a on Firewall 2 
 

Network LAN 1 LAN 2 

Application Service To From To From Message  

(See Legend) 

1 Web Server [ D ] [ X ] [ D ] [ D ] T11, T12 

2 FTP [ D ] [    ] [     ] [ D ]  

Table 51 Test Case 13b on Firewall 2 
 
3. Phase 1 
The objective for Phase 1 is to fulfill the following requirements: 
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- Allow the public and employees to access the public servers. 

- Allow Joe and Mary to have Internet access.  

- Prevent IP spoofing from the Internet.  

- Deny all unnecessary application services between the Internet and LAN 

1.  

The assumption of this test case in this phase is that the filtering rules on all the 

application services of Firewall 2 are not blocked.   

a. Phase 1: Test Case 14 
The player is allowed to advance to Phase 2 when the filtering rules on 

Firewall 1 are configured as shown in Table 52.  

Network Internet LAN 1 / LAN 2 

Application Service To Fro m To From 

1 Web Server [     ] [     ] [     ] [     ] 

2 eMail Server [ X ] [ X ] [ D ] [ D ] 

3 Telnet [ X ] [ X ] [ D ] [ D ] 

4 FTP [ X ] [     ] [     ] [ D ] 

5 SSH [ X ] [ X ] [ D ] [ D ] 

6 Database [ X ] [ X ] [ D ] [ D ] 

7 Defense Rat [ X ] [ X ] [ D ] [ D ] 

8 Defense 4T [ X ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ X ] [ D ] [ D ] 

10 Reporting [ X ] [ X ] [ D ] [ D ] 

11 Management [ X ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 52 Test Case 14 on Firewall 1 
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b. Phase 1: Test Case 15 
This test case is to verify that there are unnecessary application services 

available to insiders. For example, in Table 53, the ‘eMail Server’ application can be 

exploited by employees on LAN 1 to the Internet. A ticker message would appear stating 

that “Joe is exporting other application services to the Internet.” 

Network Internet LAN 1 / LAN 2 

Application Service To Fro m To From 

1 Web Server [     ] [     ] [     ] [     ] 

2 eMail Server [     ] [ X ] [ D ] [     ] 

3 Telnet [ D ] [ X ] [ D ] [ D ] 

4 FTP [ D ] [     ] [     ] [ D ] 

5 SSH [ D ] [ X ] [ D ] [ D ] 

6 Database [ D ] [ X ] [ D ] [ D ] 

7 Defense Rat [ D ] [ X ] [ D ] [ D ] 

8 Defense 4T [ D ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ D ] [ X ] [ D ] [ D ] 

10 Reporting [ D ] [ X ] [ D ] [ D ] 

11 Management [ D ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 53 Test Case 15 on Firewall 1 

 

c. Phase 1: Test Case 16 

The purpose of this test case is to verify that there are too many 

application services available that might be exploited by people from the Internet. For 

example, in Table 54, public users from the Internet can exploit the ‘eMail Server’ 

application to access the organization network. “Are there too many application services 
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available to the public?” would appear as a ticker message to warn the players of such 

danger. 

Network Internet LAN 1 / LAN 2 

Application Service To Fro m To From 

1 Web Server [     ] [     ] [     ] [     ] 

2 eMail Server [ X ] [     ] [     ] [ D ] 

3 Telnet [ X ] [ D ] [ D ] [ D ] 

4 FTP [ X ] [     ] [     ] [ D ] 

5 SSH [ X ] [ D ] [ D ] [ D ] 

6 Database [ X ] [ D ] [ D ] [ D ] 

7 Defense Rat [ X ] [ D ] [ D ] [ D ] 

8 Defense 4T [ X ] [ D ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ D ] [ D ] [ D ] 

10 Reporting [ X ] [ D ] [ D ] [ D ] 

11 Management [ X ] [ D ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 54 Test Case 16 on Firewall 1 

 

d. Phase 1: Test Case 17 
Test Case 17 is used to verify that the players have considered denying 

any IP spoofing coming from the Internet. When the players fail to deny any traffic using 

an internal IP address as shown in Table 55, “Is your network vulnerable to internal IP 

Spoofing?” appears as a ticker message. 

Network Internet LAN 1 / LAN 2 

Application Service To Fro m To From 

1 Web Server [     ] [     ] [     ] [     ] 
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Network Internet LAN 1 / LAN 2 

Application Service To Fro m To From 

2 eMail Server [ X ] [ X] [ D ] [ D ] 

3 Telnet [ X ] [ X ] [ D ] [ D ] 

4 FTP [ X ] [     ] [     ] [ D ] 

5 SSH [ X ] [ X ] [ D ] [ D ] 

6 Database [ X ] [ X ] [ D ] [ D ] 

7 Defense Rat [ X ] [ X ] [ D ] [ D ] 

8 Defense 4T [ X ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ X ] [ D ] [ D ] 

10 Reporting [ X ] [ X ] [ D ] [ D ] 

11 Management [ X ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [     ] [     ] [ D ] 

Table 55 Test Case 17 
 
4. Phase 2 
In Phase 2, the objectives are: 

- Joe and Mary need to have Internet access.  

- Need to prevent IP Spoofing from the Internet.  

- The Public and employees can access the public servers (Public Web 

Server and Public FTP Server).  

- The Public must be denied access to the private servers (IntraNet Server 

and GroupWare Server).  

- All unnecessary application services must be denied.  

Using the network topology as shown in Figure 21, it is unlikely the player can 

win the game. Players have to use the network topology as shown in Figure 22. In this 
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way, the players can control the availability of application services to and from the 

Internet and the private network. It is essential to use both Firewall 1 and Firewall 2.  

a. Phase 2: Test Case 18 
This phase verifies that the players need to setup the correct network 

topology and filtering rules on both firewalls before they can successfully complete the 

Scenario 3.  Using Figure 22 as the network topology, Table 52 for the Firewall 1 

configuration and Table 56 for Firewall 2, the players will win the game. 

Network LAN 1 LAN 2 

Application Service To From To From 

1 Web Server [ X ] [     ] [     ] [ D ] 

2 eMail Server [ X ] [ X ] [ D ] [ D ] 

3 Telnet [ X ] [ X ] [ D ] [ D ] 

4 FTP [ X ] [     ] [     ] [ D ] 

5 SSH [ X ] [ X ] [ D ] [ D ] 

6 Database [ X ] [ X ] [ D ] [ D ] 

7 Defense Rat [ X ] [ X ] [ D ] [ D ] 

8 Defense 4T [ X ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ X ] [ D ] [ D ] 

10 Reporting [ X ] [ X ] [ D ] [ D ] 

11 Management [ X ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 56 Test Case 18 on Firewall 2 
 

b. Phase 2:  Test Case 19 
Using Figure 22 as the network topology, Table 52 on Firewall 1 and 

Table 57 on Firewall 2, the players are warned that “Joe and Mary cannot access the 

Public Server” and “Malicious application services have sneaked onto the private 
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servers and have destroyed information. Information on the servers has to be 

reinstalled.” 

 

Network LAN 1 LAN 2 

Application Service To From To From 

1 Web Server [ X ] [ X ] [ D ] [ D ] 

2 eMail Server [ X ] [ X ] [ D ] [ D ] 

3 Telnet [ X ] [ X ] [ D ] [ D ] 

4 FTP [ X ] [ X ] [ D ] [ D ] 

5 SSH [ X ] [ X ] [ D ] [ D ] 

6 Database [ X ] [ X ] [ D ] [ D ] 

7 Defense Rat [ X ] [ X ] [ D ] [ D ] 

8 Defense 4T [ X ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ X ] [ D ] [ D ] 

10 Reporting [ X ] [ X ] [ D ] [ D ] 

11 Management [ X ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 57 Test Case 19 on Firewall 2 
 

c. Phase 2:  Test Case 20  
The purpose of this phase is to verify that the FTP and Web Server 

application services have been denied in the correct network topology of Figure 22.“Joe 

and Mary cannot access Public Server” and “Joe and Mary can’t access the Internet” 

are the two ticker messages that appear when the filtering rules are set according to Table 

58. 
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Network LAN 1 LAN 2 

Application Service To From To From 

1 Web Server [ X ] [ X ] [     ] [ D ] 

2 eMail Server [ X ] [ X ] [ D ] [ D ] 

3 Telnet [ X ] [ X ] [ D ] [ D ] 

4 FTP [ X ] [ X ] [     ] [ D ] 

5 SSH [ X ] [ X ] [ D ] [ D ] 

6 Database [ X ] [ X ] [ D ] [ D ] 

7 Defense Rat [ X ] [ X ] [ D ] [ D ] 

8 Defense 4T [ X ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ X ] [ D ] [ D ] 

10 Reporting [ X ] [ X ] [ D ] [ D ] 

11 Management [ X ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 58 Test Case 20 on Firewall 2 
 

d. Phase 2: Test Case 21  
In this test case, Table 59 indicates that the FTP application service has 

been denied. “Joe and Mary need access to the Public FTP Server” are displayed to the 

player.  

 

Network LAN 1 LAN 2 

Application Service To From To From 

1 Web Server [ X ] [     ] [     ] [ D ] 

2 eMail Server [ X ] [ X ] [ D ] [ D ] 
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Network LAN 1 LAN 2 

Application Service To From To From 

3 Telnet [ X ] [ X ] [ D ] [ D ] 

4 FTP [ X ] [ X ] [     ] [ D ] 

5 SSH [ X ] [ X ] [ D ] [ D ] 

6 Database [ X ] [ X ] [ D ] [ D ] 

7 Defense Rat [ X ] [ X ] [ D ] [ D ] 

8 Defense 4T [ X ] [ X ] [ D ] [ D ] 

9 VPN Gateway [ X ] [ X ] [ D ] [ D ] 

10 Reporting [ X ] [ X ] [ D ] [ D ] 

11 Management [ X ] [ X ] [ D ] [ D ] 

12 Internal IP Addresses [ X ] [ X ] [ D ] [ D ] 

Table 59 Test Case 21 on Firewall 2 
 

E. TEST RESULTS 
The test cases for the three scenarios were conducted. The following tables 

provide a summary of the actual results obtained for each scenario. 

1. Scenario 1 Test Results 
For each test case, the results for running Scenario 1 are tabulated as shown in 

Table 60. From the results, it can be seen that the conditions and triggers mechanism of 

the game are implemented correctly and meet the design expectations. 

 

Test Case No. Expectations Met 

1 Pass / Fail  

2 Pass / Fail  

3 Pass / Fail  

Table 60 Result of Test Case 1 to 3 
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2. Scenario 2 Test Results 
The test for Scenario 2 is similar to those for Scenario 1. The outputs of the 

results are recorded in Table 61. The results show that the design expectations were met. 

Test Case No. Expectations Met 

4 Pass / Fail  

5 Pass / Fail  

6 Pass / Fail  

7 Pass / Fail  

8 Pass / Fail  

9 Pass / Fail  

10 Pass / Fail  

Table 61 Result of Test Case 4 to 10 
 
3. Scenario 3 Test Results 
The test for Scenario 3 is similar to that for Scenario 1 and 2. The results are 

recorded in Table 62 and the results show that design expectations were met. 

Test Case No. Expectations Met 

11 Pass / Fail  

12 Pass / Fail  

13 Pass / Fail  

14 Pass / Fail  

15 Pass / Fail  

16 Pass / Fail  

17 Pass / Fail  

18 Pass / Fail  

19 Pass / Fail  
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Test Case No. Expectations Met 

20 Pass / Fail  

21 Pass / Fail  

Table 62 Result of Test Case 11 to 21 
 

F. LIMITATION AND BUGS 
There are some limitations in what the SDT can support in the development of 

scenarios that are meant for educational purposes. This section shall highlight some of the 

limitations encountered and how they were overcome. During scenario development, 

several bugs were encountered.  

1. Game Attack Engine 
As highlighted in Chapter III, the main focus of the three scenarios was to provide 

continuous feedback to the players of their progress in fulfilling the users’ goals. In the 

initial phase of scenario development, the game engine attacks were used but the 

feedback from the engine attacks were found to be unpredictable. This behavior made it  

hard for the game developers to generate the correct positive and negative feedback for 

the players. Thus, the game engine attacks were not used in the three scenarios. 

2. Error in AssetToNetworkByFilterType Specification 
Table 63 shows the technical specification of AssetToNetworkByFilterType 

condition class described in Scenarios Format Template Version 15g. In this document, 

the mode field value in the “Description” column was incorrectly documented. The 

functionality does not behave according to specification. 

 
Table 63 Incorrect Specification [From Ref. [18]]  
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An experiment was carried out to test the functionality of the 

AssetToNetworkByFilterType. Using the specification as the standard, the experiment 

showed that the description on the specification does not match the experienced results.  

The experiment when the mode = 1 (IN) showed that it has the same result as the 

description of the specification. When the value of AssetToNetworkByFilterType 

condition class mode is set to zero (mode = 0 (both)), the functionality of the 

AssetToNetworkByFilterType behaved as if the mode is set to 2 (mode =2 (out)). 

Likewise, when the mode is set to two, the functionality of AssetToNetworkByFilterType 

behaved as if it is set to zero.  

To avoid changing the CyberCIEGE source, it is assumed that the specification 

has an error, therefore, by changing the mode = 0 (OUT) and mode = 2 (BOTH), the 

functionality and specification issues are resolved. 

3. Filter Anomalies Resulting from More Than Two Networks 
There is a bug on the attack engine that affects the development of the filter game. 

Unexpected behavior occurs when more than two networks are connected to a filter. The 

filtering rule does not work correctly. The behavior is described as follows: 

In a simple network topology, as shown in Figure 23, an asset, ‘Info J’, resides on 

Joe PC and another asset, ‘Info H’, resides on Hacker PC. The filtering rules on the filter 

do not block any application services, so Info H and Info J can be accessed from LAN 1 

and LAN 2 respectively using the Web Server application service. The filter rules are 

setup such that Info H can be accessed from LAN 1 and Info J cannot be accessed from 

LAN 2. The functionality of the game is working according to the specification. With the 

same configuration of the filter rules, a new network or the Internet is connected to the 

filter device as shown in Figure 24. With that connection, there should not be any 

changes to access to the assets between LAN 1 and LAN 2. However, that was never the 

case. With a new network or the Internet connection to the existing network, Info J can be 

accessed on LAN 2. This problem was reported. A software bug was found in the attack 

engine and it has been resolved.    
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Figure 23 Simple Network 

 

 

 
 

Figure 24 Introduction of a new network 
 
4. Game Crash from Disconnecting Networks 
During the development of the game, another software bug was discovered. This 

bug will cause the game to be terminated when a network is disconnected at the computer 

or workstation component as shown in Figure 25.  

For example, when the ’JoePC’ or ’HackerPC’ component is selected and a 

command is issued to remove the network, the game is terminated prematurely. On the 

other hand, if ’CoFilter’ is selected and a command is issued to remove the network, play 

can continue as expected. This problem was reported and resolved. A bug was found in 

the game engine. 
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Figure 25 Simple Network 2 

 

G. SUMMARY 
This chapter described the test strategy and important test cases which indicated 

the scope as well as the expected and actual results. 
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VI. CONCLUSION AND RECOMMENDATION 

A. CONCLUSION 
The purpose of developing this thesis is to contribute to the Naval Postgraduate 

School’s ongoing CyberCIEGE research, which supports the development of teaching 

tools in the area of information assurance (IA).  

The three scenarios developed by this research reinforce firewall concepts such as 

“What is a firewall?”, “Why would anybody need one?”, and “What can it protect?”. The 

differences between a real firewall and the CyberCIEGE firewall, and whether a 

CyberCIEGE firewall can be used as effective teaching tools are addressed in this 

research. From the experiments conducted to evaluate CyberCIEGE filtering, it is 

concluded that CyberCIEGE uses only packet filtering techniques. It uses a simplified 

rule set as an aid to understanding filtering. The protection that firewalls provide can be 

no better than the policies they are configured to implement. The scenarios were 

developed to highlight that configuration is a crucial task when using firewalls as a 

protection mechanism. A filtering campaign, comprised of three scenarios, was 

developed to demonstrate that CyberCIEGE can provide a ‘simulated environment’ on 

filtering in which various forms of learning can take place. The scenario activities help 

the player of the game to develop knowledge and skills through its contents while playing 

the game. Through this game, knowledge related to firewall deployment can be imparted 

and skills can be developed primarily through planning and deployment strategies.  

B. RECOMMENDATIONS 
In the development and testing phase of the CyberCIEGE game, ideas for 

improving the tool were identified as summarized below.    

1. IP Address and Port Number 
As discussed in Chapter II, a firewall usually inspects the header information of 

each incoming and outgoing TCP/IP packet, specifically in the source and destination IP 

addresses and port numbers. In the current version of CyberCIEGE, the filtering 

component does not support the packet filtering based on IP addresses and port numbers. 

If CyberCIEGE allowed filtering rules to deny traffic associated with IP addresses and 

port numbers, the filtering element of CyberCIEGE would be more realistic. To achieve 
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this, CyberCIEGE would have to be adapted to manage IP addresses for components and 

sub-networks, and would need to make these visible to players in a meaningful manner.  

2. Data Logging 
CyberCIEGE has built-in data logging capability that provides plain text feedback about 

a player’s progress in the game. This data log information can be an effective analysis 

tool to evaluate the player’s expected performance in each scenario. For example, the log 

can be used to compare a player who completes a scenario in one attempt and another 

player who completes the scenario in two attempts. Currently however, this analysis is 

performed manually using a log display tool that offers basic event filtering. The log 

analysis tool could be extended to provide automated summary comparisons between 

different scenario sessions. 

3. Replay Feature 
One new possible feature is a replay function, which could allow players to replay 

a scenario and watch the victories or mistakes made by other players. Players could pause 

and look at the detailed information during the replay. It could be useful for training and 

information dissemination. The replaying of scenarios could be based on the data log, and 

this would allow players to better understand their weaknesses.   

4. Artificial Log File 
In the real world, adjustment of firewall filtering rules is constantly carried out 

after the analysis of log files. In order to make CyberCIEGE scenarios more closely 

parallel the real world, an artificial firewall log file can be created to display a summary 

of the firewall traffic either graphically or as a text representation. The player would then 

analyze this log file and deploy his or her strategies accordingly. For example, when there 

is internal IP spoofing in the network, the log file may provide an indication of evidence 

that spoofing was attempted. When the firewall is successfully configured to deny IP 

spoofing, the recorded incidence of IP spoofing can be removed from the firewall log. In 

that way, players are reminded that they have to regularly monitor their log files to stay 

current with ongoing threats. 
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5. User Trial 
A final recommendation would be to have all three filtering scenario tested with 

game players, i.e. students in an introductory computer security course, to see if the 

desired imparting of knowledge is actually achieved. 
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